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Abstract—Compressive sensing (CS) is attractive in long-term
electrocardiography (ECG) telemonitoring to extend life-time
for resource-constrained wireless wearable sensors. However, the
availability of transmitted personal information has posed great
concerns for potential privacy leakage. Moreover, the traditional
CS-based security frameworks focus on secured signal recovery in-
stead of privacy-preserving data analytics; hence, they provide only
computational secrecy and have impractically high complexities for
decryption. In this paper, to protect privacy from an information-
theoretic perspective while delivering the classification capability,
we propose a low-complexity framework of Privacy-Preserving
Compressive Analysis (PPCA) based on subspace-based represen-
tation. The subspace-based dictionary is used for both encrypting
and decoding the CS measurements online, and it is built by divid-
ing signal space into discriminative and complementary subspace
offline. The encrypted signal is unreconstructable even if the eaves-
dropper cracks the measurement matrix and the dictionary. PPCA
is implemented in ECG-based atrial fibrillation detection. It can
reduce the mutual information by 1.98 bits via encrypting measure-
ments with signal-dependent noise at 1 dB, while the classification
accuracy remains 96.05% with the decoding matrix. Furthermore,
by decoding via matrix–vector product, rather than sparse cod-
ing, this computational complexity of PPCA is 341 times fewer
compared with the traditional CS-based security.

Index Terms—Compressive analytics, compressive sensing, ECG
telemonitoring, privacy-preserving data mining, subspace-based
dictionary.

I. INTRODUCTION

W IRELESS wearable biomedical sensors for long-term
patient monitoring, especially outside the hospital set-

ting, offer the potential to substantially improve patient health,
quality of life, and outcomes [1]. In addition, emerging applica-
tions have emphasized the need for edge analytics [2], leveraging
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Fig. 1. (a) Traditional CS-based security frameworks provide insufficient pri-
vacy and have impractically high complexities for decryption. (b) Proposed
PPCA framework achieves privacy from an information-theoretic perspective,
while maintaining low overhead for decoding.

the benefits of analyzing real-time data, without the bandwidth
costs that come with sending the data offsite (i.e., to the cloud
or the data center) for data-driven analysis, such as detection
or classification. On the other hand, since the electrocardiog-
raphy (ECG) signal recorded from the electrical activity of the
heart over a period of time has been utilized for diagnosis for
many diseases, the ECG telemonitoring [3] is recognized as a
promising technique to realize telemedicine.

As sensor nodes are known to be resource-constrained, it is a
crucial problem to reduce the signal acquisition on these sensing
system and enhance the energy efficiency of data transmission.
Compressive sensing (CS) is an emerging technique combining
both sampling and compression through random projection [4].
By exploiting the sparsity of signals, CS enables sub-Nyquist
sampling and low-energy data reduction, resulting in life-time
extension of the sensor node [5] and making the technique es-
pecially attractive in telemonitoring systems [6].

Unfortunately, in a CS-based ECG telemonitoring system,
the availability and transfer of personal information has also
posed great concerns for potential privacy leakage [7]. While
it has been exploited recently in CS-based security [8]–[12],
as shown in Fig. 1(a), these works focus on secured signal
recovery rather than privacy-preserving data analytics; hence,
these provide insufficient privacy and have impractically high
complexities for two main reasons:
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1) Insufficient privacy: Even though CS-based encryption
can achieve a computational notion secrecy through the
set of measurement matrices, it is vulnerable from an
information-theoretic perspective [13].

2) High complexity decryption: These frameworks de-
crypt signal through recovering the measurements.
The challenge is that reconstruction can be extremely
energy-intensive and time-consuming [14], impractical
for on-line usage at edge device with limited resources.

Rather than keep all the data information, Privacy-Preserving
Data Mining (PPDM) [15] only retains the information for se-
lected data-driven application, aiming to 1) protect privacy from
an information-theoretic perspective, 2) while delivering the in-
tended (classification) capability.

In this paper, to achieve the two goals of PPDM, we propose a
low-complexity framework of Privacy-Preserving Compressive
Analysis (PPCA) based on subspace-based representation,
including two stages: i) In off-line stage, the subspace-based
dictionary is built by dividing signal space into discriminative
and complementary subspace; ii) In on-line stage, the encryp-
tion and decoding protocol is proposed using the pre-trained
dictionary. The measurement is encrypted by carefully “de-
stroying” with signal-dependent noise from complementary
sub-dictionary, and decoded to discriminative information for
inference. Our specific contributions are as follows.

1) To our best knowledge, the PPCA is the first CS-based se-
curity framework achieving PPDM, focusing on privacy
preserving data analytics instead of signal recovery. The
encrypted signal is unreconstructable even if the eaves-
dropper cracks the measurement matrix and the dictionary.
In addition, we show that the discriminative information
of the signal is preserved, not disturbed by the additive
perturbation.

2) A low-complexity decoding algorithm in on-line stage
is proposed, as shown in Fig. 1(b). Compared with
traditional CS-based security frameworks, PPCA can
significantly reduce the computational cost at edge with
decoding by matrix-vector product rather than sparse cod-
ing.

3) The collaboration between CS and Machine Learning
(ML) is demenstrated in this work through subspace-
based signal representation. By exploiting the statistics
information on data with the help of dimension reduction
(DR) techniques, PPCA takes into account both global
information preserved by unsupervised principal compo-
nent analysis (PCA) and local manifold data structure
preserved by supervised locality preserving projections
(LPP).

4) This framework is implemented in ECG-based atrial fib-
rillation (AF) detection. While PPCA reduces the privacy
metric Mutual Information from 2.24 bits to 0.26 bits by
encrypting measurements with signal-dependent noise at
1dB, the classification accuracy remains 96.05% with the
decoding matrix. Furthermore, the computational com-
plexity of decoding algorithm required by PPCA is 341
times fewer compared with traditional techniques.

The rest of this paper is organized as follows. In Section II,
we present the background on CS and DR techniques, and intro-

Algorithm 1: PCA [16]: W = PCA(X).

S = 1
n (X− x̄h)(X− x̄h)T {calculate covariance matrix}

SW = WΛ {solve EVD}

duce existing CS-based security frameworks. In Section III, we
present the proposed PPCA framework. Experimental settings
and evaluation metrics are shown in Section IV. Experimental
results and discussion are presented in Section V. Finally, we
conclude in Section VI.

II. BACKGROUND

A. Preliminaries

1) Compressive Sensing [4]: CS is a novel technique that
can be used to acquire signals with fewer measurements than
Nyquist rate to estimate sparse signals, which can be modeled
in matrix form as

x̂ = Φx, (1)

where x ∈ RN is N -sample signal; x̂ ∈ RM is M -compressed
measurements; and Φ ∈ RM,N is the CS measurement matrix
whose entries are independent identically distributed (i.i.d) sam-
ples. Although sensing can incur very little energy, the recon-
struction of x from x̂ can be costly. We see from (1) that x̂
is underdetermined (i.e., knowing only x̂ and Φ, there are an
infinite number of possible solutions for x). However, since x
is sparse, the sparsest solution for x is often the correct solu-
tion with high probability. The approach used to determine the
sparse solution is to solve the following optimization problem:

min ‖x‖1 subject to x̂ = Φx. (2)

Although (2) also called sparse coding requires only a small
number of measurements (M � N ) to enable accurate recov-
ery, even with the most efficient approach, the complexity of
solving the optimization problem can be prohibitive on resource-
constrained platforms.

2) Dimension Reduction Techniques: Consider a dataset
of n vectors X = [x1x2 · · ·xn ], xi ∈ RN . With the projec-
tion matrix P ∈ RN,M , the low dimensional dataset Y =
[y1y2 · · ·yn ], yi ∈ RM in reduced subspace can be derived
by linear projection as Y = PT X. According to specific target
represented in the optimization term, P can be learnt through
the following linear DR techniques.

The PCA algorithm as shown in Algorithm 1 is proposed
for the purpose of deriving a linear subspace where the sam-
ple variance is maximized. There are several steps in PCA:
1) Compute the covariance matrix S, where x̄ ∈ RN is the mean
vector from each row of X and h is a 1× n vector of all 1s.
2) Solve the eigen-decomposition (EVD) problem: SW =
WΛ, where Λ is a diagonal matrix with eigenvalue in descend-
ing order, and W ∈ RN,N is the corresponding eigenvector ma-
trix of S. Finally, P is formed with the first M columns in W.

The LPP algorithm as shown in Algorithm 2 is proposed
for the purpose of deriving a linear subspace with manifold
data structure. The LPP can be viewed as linear approxi-
mate version derived from Laplacian Eigenmap [18]. There are
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Algorithm 2: LPP [17]: V = LPP(X).
Matrix Calculation:

Sij = δij e
−‖x i−xj ‖2 /t {Similarity matrix}

Dii =
∑n

j=1 Sij {Diagonal matrix}
L = D− S {Laplacian matrix}

XLXT V = XDXT VΛ {solve generalized-EVD}

several steps in LPP: 1) Construct the adjacency graph G. Let
G denote a graph with n nodes. The ith node corresponds to
the data xi . We put an edge between two data points belonging
to the same class. 2) Choose the weights. If node i and j are
connected, set δij = 1 and Sij = e−‖x i−xj ‖2 /t . Otherwise, set
δij = 0; hence, Sij equals to 0. The Similarity matrix S of graph
G models the local structure of the data manifold in original
space. 3) Solve the generalized eigen-decomposition problem:
XLXT V = XDXT VΛ, where D is the Diagonal matrix; L
is the Laplacian matrix; Λ is a diagonal matrix with eigenvalue
in ascending order; and V ∈ RN,N is the corresponding eigen-
vector matrix of (XDXT )−1XLXT . Finally, P is formed with
the first M columns in V. Note that the projected data to the
subspace from different classes can be separated with nonlinear
decision boundary.

The two DR techniques will be used to find the subspaces
in subspace-based dictionary learning, and the details are in
Section III-A.

B. Related Works

CS-based ECG compression achieves a 37.1% extension in
life-time of the sensor node when compared with DWT-based
technique [5] because it saves the additional compression
hardware and power dissipation. Many works have been
developed for CS-based ECG compression: [19]–[21] design
low-cost measurement matrix while maintain incoherence
property; [22]–[24] focus on the sparsifying basis which can
be predefined fixed or data-driven; and CS reconstruction
algorithm for ECG has also been explored [6]. However, these
works mostly neglect the privacy concerns. Guaranteeing data
security and privacy are extremely crucial issues in health
telemonitoring system dealing with personal data [7]. At
the same time, how to protect patient’s data privacy while
maintaining the low overhead at both sensors and edges with
limited resource is a grand challenge.

Recently, [8]–[12] have explored a further potential benefit of
CS: its inherent capability to provide a certain level of security in
the compressively sensed measurements at the very beginning,
without adding any computational cost of extra encryption pro-
tocol. Traditional CS-based security frameworks prevent from
leaking information by changing measurement matrix defining
the acquisition process, which is a symmetric key for encryp-
tion and decryption. [9], [10] partially corrupt encoding matrix
to achieve protection, and the magnitude of random perturba-
tion controls the amount of nonrecoverable information at the
decoder. The secret bit is used as a seed in Linear Feedback Shift
Register (LFSR) to generate the sensing matrix [11]. [12] fur-
ther avoids the need of key distribution by employing Wireless
Physical Layer Security (WPLS) along with LFSR.

Fig. 2. The proposed Privacy-Preserving Compressive Analysis (PPCA)
framework using subspace-based dictionary.

However, CS-based encryption is insufficient to Shannon’s
definition of perfect secrecy because of the linearity of its en-
coding process; hence, only provides a computational guarantee
of secrecy [13]. Moreover, these works decrypt signal through
reconstructing with the private key. The challenge is that sparse
signal reconstruction can be extremely energy-intensive and
time-consuming [14], impractical for on-line usage at edge de-
vice with limited resources.

On the other hand, the concept of Privacy-Preserving Data
Mining (PPDM) has recently been proposed [15]. The transmit-
ted data are useful only for the intended utility but not easily
repurposed into privacy intrusion. In other words, rather than
keep all the data information, PPDM only retains the informa-
tion for selected data-driven application; therefore, the system
can achieve higher privacy without sacrificing the data usage.
Nevertheless, to our knowledge, none of these works are based
on CS.

In summary, based on compressive sensing, instead of pro-
tecting privacy for signal recovery, we propose PPCA to achieve
PPDM with higher level of privacy while maintain low complex-
ity at decoder.

III. PROPOSED PRIVACY-PRESERVING COMPRESSIVE

ANALYSIS (PPCA) FRAMEWORK

To protect privacy while delivering the classification capa-
bility, the PPCA framework is proposed as shown in Fig. 2. In
off-line stage, we aim to construct the subspace-based dictionary
through subspace learning. In on-line stage, based on subspace-
based representation for signal, we aim to develop an encryption
and decoding protocol using the pre-trained dictionary.

A. Off-Line Stage: Subspace-Based Dictionary Learning

Signal representations have always been at the heart of most
signal processing techniques. In other words, information rep-
resented in a suitable domain leads to effective and efficient
signal processing. Therefore, in the off-line stage, we aim to
construct the subspace-based dictionary from the original sig-
nal. At first, signal space, discriminative and complementary
subspace are learnt with the help of linear DR techniques. After
that, subspace-based signal representation with the pre-trained
dictionary Ψ is proposed. However, not all the learnt matrices
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representing the subspace can be used to represent signal. The
prerequisites of the matrix need to be clarified and the modifi-
cation methods need to be proposed if the matrix is not suitable.

1) Prerequisite of Representation With the Help of DR: As-
sume matrix W is learnt by linear DR techniques, such as PCA
and LPP. The projected coefficients t in low dimensional model
can be derived from the original data x with W as

t = WT x. (3)

If we want to represent the data x with the matrix W, and
expect the recovery coefficients s to be equivalent to t:

x = Ws + Wothersother , and, s = t, (4)

two assumptions need to be satisfied to achieve the goal:

sother → 0px1 or C (Wother) = N
(
WT

)
. (5)

C is the column space and N is the left null space. There’s
almost no energy for signal left out of the column space of
W or the column space of W and Wother are complementary.
Both conditions enable the dictionary span the vector space the
signals lie within.

W is orthonormal. (6)

With the assumptions above, the equivalence in (4) can be
proved (see Appendix). The assumptions in (5) and (6) will be
used in the rest of this article to confirm whether the matrix
learnt from DR is appropriate for signal representation. For
those matrices not satisfied the assumptions, we will propose
the modification methods.

2) Subspace Learning: Consider a dataset of n vectors
X [x1x2 · · ·xn ], xi ∈ RN . The subspace of the dataset can be
found through subspace learning, which is composed of two
parts: signal space learning and signal space division. The sig-
nal space is learnt by PCA and further divided by LPP and SVD.
The details are as follows:

a) Signal space learning: PCA, an unsupervised linear
dimensionality reduction technique, aims to find an orthonormal
matrix W such that the variance of the projected vectors Y is
maximized, and the projection error is minimized equivalently.
Hence, we utilize PCA to find the basis preserving the global
information of the signal for reconstruction as follows:

W = PCA (X) , (7)

where the eigenvector matrix W ∈ RN,N is derived from
Algorithm 1. Based on W, the columns in orthogonal matrix
WPCA ∈ RN,ks

are formed by the eigenvectors corresponding
to the ks largest eigenvalues as follows:

WPCA = W (:, 1 : ks) , (8)

where ks represents the intrinsic dimension of the signal, also
the dimension of the signal space, decided by scree-plot or
reconstruction error.

Refer to the assumptions in Section III-A-1: PCA aims to
minimize the reconstruction error; therefore, sother → 0px1 if
low dimensional model exists for the data and the dimension ks

chose is large enough. On the other hand, WPCA is orthonormal.

Consequently, we can represent the signal with matrix WPCA :

x = WPCAy. (9)

Note that although the dictionary Ψ derived in the rest of this
article isn’t the same as WPCA , they have the same column
space. That is C(WPCA) = C(Ψ).

Next, we apply the matrix WPCA to project the original raw
data xi ∈ RN to yi ∈ Rks , and we call the projected space the
signal space S.

Y = WT
PCAX. (10)

b) Signal space division: After signal space learning, the
signal space S will be divided into two subspaces, the discrimi-
native subspace D and the complementary subspace C through
LPP and SVD.

LPP, a supervised linear dimensionality reduction technique,
aims to find a matrix V with label information such that the
nonlinear manifold structure can be preserved. Hence, we utilize
LPP to find the matrix preserving the local information of the
signal for classification as follows:

V = LPP (Y) , (11)

where the generalized eigenvector matrix V ∈ Rks ,ks
is derived

from Algorithm 2. Based on V, the columns in matrix WLPP ∈
Rks ,kd

are formed by the eigenvectors corresponding to the kd

smallest eigenvalues as follows:

WLPP = V (:, 1 : kd) , (12)

where kd represents the dimension of discriminative subspace in
signal space, decided by mutual information or performance of
classification. We call the column space ofWLPP discriminative
subspace D.

From the assumptions of Section III-A-1, The left null space
of discriminative subspace needs to be found. On the other hand,
though we can project data in signal space to discriminative
subspace by WLPP , the projections learnt aren’t orthonormal.
To make the unsuitable matrix WLPP satisfy the assumptions,
we propose the modification methods by performing singular
value decomposition (SVD) of matrix WLPP . We can not only
derive the left null space of WLPP , but also find the orthonormal
basis of WLPP ,

WLPP = USVT =
[
Ud Uc

]

⎡

⎢
⎢
⎢
⎣

σ1 0 0

0
. . . 0

0 0 σkd

0kc×kd

⎤

⎥
⎥
⎥
⎦

VT ,

(13)
where WLPP is of full column rank, Ud ∈ Rks ,kd

and Uc ∈
Rks ,kc

are the sets of left singular vectors of WLPP , associated
with non-zero singular values and zero singular values. Refer to
the assumptions in Section III-A-1 again: C(Uc) = N(Ud

T )
and Ud is orthonormal. Consequently, we can represent the data
y in signal space with matrix Ud and Uc as follows:

y = Udsd + Ucsc =
[
Ud Uc

]
[
sd

sc

]

= Uα. (14)

Fig. 3 and (14) illustrate the concept of signal space division.
Note that yi in Fig. 3 is the original coordinate in signal space



CHOU et al.: LOW-COMPLEXITY PRIVACY-PRESERVING COMPRESSIVE ANALYSIS USING SUBSPACE-BASED DICTIONARY FOR ECG 805

Fig. 3. Illustration of signal space division. It is assumed ks = 3, kd = 2,
kc = 1 for convenience of illustration.

from PCA, and U derived from SVD of WLPP is the new ba-
sis with ability of subspace division.Ud has the same column
space as WLPP; therefore, the projected data to the discrimi-
native subspace D from different classes can be separated with
nonlinear decision boundary (C(Ud) = C(WLPP) = D). On
the other hand, the column space of Uc is the left null space of
the column space of WLPP , also Ud. Since Uc is the orthog-
onal complementary subspace of discriminative space in sig-
nal space; therefore, we call C(Uc) complementary subspace
(C(Uc) = N(WLPP

T ) = C).
3) Subspace-Based Signal Representation With Dictionary

Ψ: After subspace learning, with the concept of discriminative
and complementary subspace division, subspace-based repre-
sentation is proposed. Signal can be represented by the infor-
mation in low dimensional signal space with the basis WPCA
(according to (9)). Furthermore, the data in signal space can
be represented by the information from two subspaces with the
basis U (according to (14)). Therefore, the signal can be repre-
sented as follows:

x = WPCA
[
Ud Uc

]
[
sd

sc

]

=
[
Ψd Ψc

]
[
sd

sc

]

. (15)

The formula can be rearranged as follows:

x = Ψα,

Ψ =
[
Ψd Ψc

]
,α =

[
sd sc

]T
. (16)

Equation (16) is called subspace-based signal representation,
as shown in Fig. 4(a). Ψ ∈ RN,ks

is the pre-trained subspace-
based dictionary, composed of discriminative sub-dictionary
Ψd ∈ RN,kd

and complementary sub-dictionary Ψc ∈ RN,kc
.

sd ∈ Rkd are the coefficients corresponding to Ψd, represent-
ing the discriminative information. sc ∈ Rkc are the coeffi-
cients corresponding to Ψc, representing the complementary
information.

Information in subspace is further illustrated in Fig. 4(b).
With subspace-based representation, the signal can be split
into patterns from two subspaces. Patterns for discriminative

Fig. 4. (a) Signal representation with subspace-based dictionary. (b) Illustra-
tion of statistical information in discriminative space and individual information
in complementary space.

Algorithm 3: Off-line Subspace-based Dictionary
Learning.
Signal Space Learning:

WPCA ← PCA(X){find S}
Y = WT

PCAX {project data to S}
Signal Space Division:

WLPP ← LPP(Y) {find D}
[Ud Uc ]SVT ← SVD(WLPP ) {find C &
orthogonalize (D)}

Ψ = WPCA[Ud Uc ] = [Ψd Ψc ] {construct Ψ}

information are similar in signals having the same class; there-
fore, we can classify the signal only with sd. In simpler words,
the patterns represent the statistical information. On the other
hand, patterns for complementary information represent the re-
maining detailed information in waveform. In simpler words,
the patterns represent the individual information related to data
privacy.

In summary, in off-line stage, subspace-based dictionary
learning, as summarized in Algorithm 3, is based on subspace
learning by dividing signal space into discriminative and com-
plementary subspace. For subspace learning, by exploiting the
statistics information on data with the help of DR techniques,
PPCA takes into account both global information preserved by
unsupervised PCA and local manifold data structure preserved
by supervised LPP.
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Fig. 5. Encryption and decoding protocol using subspace-based dictionary.
The signal is encrypted at sensor and decoded at edge with precomputed matrix
Θc and D.

B. On-Line Stage: Encryption and Decoding Protocol

In off-line stage, we find the dictionary Ψ through subspace-
based dictionary learning. For on-line stage, we develop an en-
cryption and decoding protocol with the pre-trained dictionary,
as shown in Fig. 5. We first introduce the decoding matrix D
which transforms the CS measurement x̂ to the discriminative
information sd.

1) Decoding Matrix for Discriminative Information: The
CS can be modeled in matrix form in (1). Combing (1) with
the subspace-based signal representation (16), we can derive:

x̂ = ΦΨα = Θα,

Θ =
[
Θd Θc

]
,α =

[
sd sc

]T
, (17)

where Θ ∈ RM,ks
is composed of Θd ∈ RM,kd

(Θd = ΦΨd)
and Θc ∈ RM,kc

(Θc = ΦΨc). To solve for α in (17), we have
to solve the following optimization problem:

min
α
‖x̂−Θα‖22 . (18)

The problem can be solved with a least-square (LS) approach.
We thus have the following solution:

α = Θ†x̂, (19)

where Θ† is the Moore-Penrose inverse of Θ. Θ is full col-
umn rank matrix. ΘT Θ is nonsingular; therefore, Θ† can be
formulated as Θ† = (ΘT Θ)−1ΘT . Furthermore, according to
[25], the particular formulate for the Moore-Penrose inverse of
a columnwise partitioned matrix is:

Θ† =
[
Θd Θc

]† =
[ (

P⊥Θc
Θd

)† (
P⊥Θd

Θc

)†
]
, (20)

where the orthogonal projectors specified as:

P⊥Θc
= IM −ΘcΘc

†,

and P⊥Θd
= IM −ΘdΘd

†. (21)

Combining (17), (19), and (20), by comparing the coefficients
in α,

α = Θ†x̂ =
[ (

P⊥Θc
Θd

)†x̂
(
P⊥Θd

Θc

)†x̂
]

=
[
sd sc

]T
,

(22)
we can derive the discriminative information sd as follows:

sd =
(
P⊥Θc

Θd

)†
x̂ = Dx̂, (23)

where D ∈ Rkd ,M (D = (P⊥Θc
Θd)†) is the decoding ma-

trix derived from the subspace-based dictionary Ψ and the

Algorithm 4: On-line Encryption and Decoding Protocol.
Encryption:

nsd = Θcn {signal-dependent noise generated from C}
˜̂x = x̂ + nsd {additive perturbation}

Decoding:
sd = D˜̂x {decoding to D for inference}

measurement matrix Φ, which transforms the CS measurement
x̂ to the discriminative information sd. The discriminative infor-
mation sd is first extracted with the decoding matrix D whether
in offline or online stage, and we further implement a machine
learning algorithm on sd, such as model training or model in-
ference.

2) Encryption and Decoding Protocol: Based on subspace-
based representation, with collaboration between discriminative
and complementary subspace, we aim to develop an effective en-
cryption and decoding protocol, as summarized in Algorithm 4,
which is composed of two parts: encryption on complementary
information at sensors and decoding to discriminative informa-
tion at edges.

a) Encryption on complementary information: The mea-
surement x̂ from CS encoder is encrypted with additive pertur-
bation at sensor.

˜̂x = x̂ + nsd , (24)

where ˜̂x is the encrypted signal. The measurement x̂ is carefully
“destroyed” by signal-dependent noise nsd :

nsd = Θcn, (25)

where Θc ∈ RM,kc
(Θc = ΦΨc) is the encryption matrix

derived from the complementary sub-dictionary Ψc and the
measurement matrix Φ. n ∈ Rkc is random Gaussian noise.
Combing (24), (25) with (17), the equivalence can be derived
as:

˜̂x = x̂ + nsd = x̂ + Θcn

= Φ (Ψα + Ψcn) = Φ
[
Ψd Ψc

]
[

sd

sc + n

]

. (26)

According to the above derivation, the additive perturbation
encryption with signal-dependent noise operation represents the
meaning of destroying complementary information sc of the sig-
nal x with random Gaussian noise. In other words, nsd is trans-
formed from the vector space where complementary information
is. Consequently, the additive perturbation nsd is highly corre-
lated with the measurements, and it also means nsd is highly
correlated with the main supports in CS reconstruction algo-
rithm, resulting difficulty in separating the perturbation from
source signal. Thus, the encryption makes the measurements
unreconstructable, achieving the goals of privacy preserving.

b) Decoding to discriminative information: The en-
crypted signal ˜̂x is transformed to discriminative information
for inference with (23) at edges as depicted in Section III-B-1.
Interestingly, the decoded discriminative information s̃d from
the encrypted signal is preserved, not disturbed by the
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perturbation as follows:

s̃d = D˜̂x = sd, (27)

The proof is as follows, combing (23), (24), and (25):

Dnsd =
(
P⊥Θc

Θd

)†
nsd ,

and
(
P⊥Θc

Θd

)†
=
(
P⊥Θc

Θd

)†
P⊥Θc

,nsd = Θcn. (28)

Therefore, the decoding information from the encrypted per-
turbation is as follows:

Dnsd =
(
P⊥Θc

Θd

)†
P⊥Θc

Θcn = 0kd x1 . (29)

Consequently,

D˜̂x = D (x̂ + nsd) = sd + Dnsd = sd. (30)

Therefore, it is proved the learnability of the encrypted
measurement is remained with the encryption and decoding
protocol.

Hence, it can be expected that as the signal-to-noise ratio
(SNR) in decibel (dB), defined as

SNR ≡ 10 log

(
‖Φx‖22
‖nsd‖22

)

, (31)

degrades, reconstruction of the encrypted signal becomes
more and more difficult refer to Section III-B-2-a, while
the decoded discriminative information still remains refer to
Section III-B-2-b, resulting in learnability preserving. In sim-
pler words, the statistical information is kept while the individ-
ual information is destroyed. Therefore, we can achieve PPCA,
which is privacy-preserving data mining in compressed domain.

In summary, we can protect privacy while delivering the clas-
sification capability with PPCA framework. The framework is
based on subspace-based representation. With the pre-trained
dictionary offline learnt from subspace finding, the measure-
ment is online destroyed by signal-dependent perturbation while
the discriminative information remains with decoding matrix.

IV. EXPERIMENTAL SETTINGS AND EVALUATION METRICS

A. Experimental Settings

We use a case study of AF [26] detection to validate the
benefits of our proposed algorithm. Raw ECG signals were
recorded with sampling frequency of 512 Hz from the inten-
sive care unit (ICU) of stroke in National Taiwan University
Hospital (NTUH). The data were visually checked and la-
beled as AF or Normal by doctors. The original ECG time
series signal is segmented into several N = 512-point sam-
ples. Then, we apply random projection in CS on each sample
to obtain the compressively-sensed signal with measurement
length M = 128 using random Bernoulli matrix from a uni-
form distribution U(+1,−1). The simulation is run with 100
trails because of the randomness of measurement matrix. In the
proposed PPCA framework, we encrypt with additive pertur-
bation and decode the measurements before implementing ma-
chine learning algorithm on discriminative information. There
are 2500 training data and 1000 inference data from each label.

TABLE I
EXPERIMENTAL SETTINGS

Fig. 6. ECG signal from ICU dataset: (a) Accumulated eigenvalues for ks ∈
[50, 100]. (b) Classification accuracy for kd ∈ [5, 50].

The ML model we used is RBF kernel support-vector machine
(SVM) by LIBSVM [27]. A grid-search is implemented with
5-fold cross-validation. The parameter search range for cost C
and gamma γ are (1, 10, 100) and (10−3–102). The simulation
setup is summarized in Table I. To measure the utility perfor-
mance, the metric used in this paper is the classification accuracy
defined as

Accuracy ≡ Number of correct predictions
Total number of predictions

. (32)

B. Size Determination of Subspace-Based Dictionary

The subspace-based dictionary is learnt offline by subspace
learning with the help of DR techniques. To ensure there’s al-
most no energy for signal left out of the column space of the
dictionary learnt by PCA, that is satisfying the assumptions
sother → 0px1 in Section III-A-1, the dimension of signal space
ks is set to fulfill the following criteria:

∑i=ks

i=1 λi
∑i=N

i=1 λi

> β, (33)

where λi is the eigenvalue of the ith principal component, which
represents the data variance. The percentage of the accumulated
eigenvalue needs to be greater than β = 0.995 as shown in
Fig. 6(a). Therefore, we choose ks = 83 for WPCA , which is
also the column size of Ψ. The dimension of discriminative
subspace (kd ) learnt by LPP and SVD is decided by the clas-
sification performance as depicted in Fig. 6(b), and is set 30
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for highest learning accuracy. Therefore, the size of subspace-
based dictionary Ψ is: ks = 83, kd = 30, kc = 53. Note that
once the size is determined, the utility (classification capability)
is decided.

C. Computational Secrecy Under Known-Plaintext Attack

Standard CS can be interpreted as a private key cryptosystem
where the original signal is the plaintext, and the measurement
vector is the ciphertext by the private key Φ. In the traditional
CS-based encryption setting, the CS-encoding sensor acquires
a plaintext x using Φ and sends to Bob the ciphertext x̂; Bob
will be able to successfully recover x from x̂ if he is provided
with Φ.

In this section, we address the resistance against Known-
Plaintext Attack (KPA) [28]. Under KPA scenario, the
eavesdropper, Eve, can offline access some pairs of data (x, x̂),
leading to information leakage in Φ. Then Eve performs inverse
operation on CS transmission to infer ΦEve as

ΦEve = X̂setXset
†, (34)

where X̂set and Xset are the paired dataset Eve collected. Note
that Eve can estimate several Φ in order. The simulation is
performed using multiple (50, 100, 150, 200) Φ for traditional
techniques with 104–106 pairs under KPA. To evaluate the se-
crecy level, we analyze the online recovery quality with ΦEve .
As a performance metric we use the reconstruction signal-to-
noise-ration (RSNR) in dB defined as

RSNR ≡ 20 log
( ‖x‖22
‖xrec − x‖22

)

, (35)

wherex, xrec are the original and the reconstructed ECG signals.
The lower RSNR obtained by Eve, the higher secrecy level.

D. Privacy Metric

To measure the level of privacy, the metric used in this paper
was proposed in [29] and is based on Shannon’s information
theory [30]. The level of privacy is quantified measuring the
information revealed by y in estimating x, through a metric
called mutual information (MI), which is analytically defined as
follows:

I (x;y) = S (x)− S (x|y) , (36)

where x and y represent two signals; S(x) is the entropy which
represents the uncertainty of x; and S(x|y) is the conditional
entropy which represents the uncertainty of x after knowing
y. The more independent two signals are, the less uncertainty
of original signal reduced by encrypted signal. Therefore, the
closer MI is to zero, the higher level of privacy provided by the
encryption technique is.

To compute MI, we can use the k-Nearest Neighbors (KNN)
approach [31] implemented in the Information Theoretical Es-
timators (ITE) toolbox provided by Szabo [32]. In addition, due
to the high dimensionality of signals, samples are first trans-
ferred to the principal components space containing 95% of the
information before being passed to the MI estimator [33].

Fig. 7. Average RSNR for pairs under KPA ∈ [104 , 106 ].

V. EXPERIMENTAL RESULTS AND DISCUSSION

A. Performance Evaluation

Based on the metrics introduced in Section IV-C and
Section IV-D, computational secrecy, privacy, and utility are
compared between this work (PPCA) and traditional CS-based
security in this section.

For computational secrecy evaluation, Fig. 7 shows the vari-
ation in average RSNR of all online data versus the number of
pairs offline under KPA. The average RSNR obtained by Bob
with the provided keys is 21.55, and the average RSNR obtained
by Eve with the estimated 50, 100, 150, and 200 matrices are
20.42, 19.59, 18.79, and 18.01, respectively when Eve collected
105 pairs of data. Hence, we show that the traditional techniques
can achieve a certain level of computational secrecy. However,
with the increasing pairs, they need more keys to provide suffi-
cient secrecy to prevent system cracked. In the proposed PPCA
scheme, on the contrary, even if Eve cracks the key (the mea-
surement matrix and the dictionary), the average RSNR with
2dB perturbation added in (31) is still 1.98, 16.03 dB difference
compared with the traditional techniques protected by 200 keys
under 105 pairs of KPA. It is essential to clarify neither Eve
with cracked keys nor the authorized user (Bob) can recover the
original signal. In PPDM, we only focus on whether the dis-
criminative information is retained instead of recoverability; on
the contrary, unrecoverability shown above is the reason why
PPCA can outperform traditional techniques in the aspect of
privacy, achieving higher level beyond computational secrecy.

For privacy and utility evaluation, Fig. 8 shows the varia-
tion in MI and the classification accuracy versus SNR in (31).
The measurements in high SNR are protected only with ran-
dom sampling, similar to the traditional CS encryption. The MI
drops as the SNR falls, and is reduced from 2.24 bits to 0.26 bits,
which is protected by traditional techniques and encrypted by
PPCA with noise at 1 dB, respectively. Hence, we show that
the traditional techniques (high SNR) provide insufficient pri-
vacy from an information-theoretic perspective; on the contrary,
PPCA can achieve lower MI (enhanced privacy) in low SNR
with encryption protocol. Regarding to classification capability,
the accuracy drops to 77.8% at the same SNR (1 dB) when
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Fig. 8. MI and classification accuracy for SNR ∈ [−2, 17].

Eve directly inferences on the encrypted signal. On the con-
trary, the accuracy remains 96.05% while inferencing on the dis-
criminative information transformed with the decoding matrix.
Therefore, it is verified that PPCA remains high accuracy for
utility with encryption and decoding protocol. Furthermore, the
decoding matrix provides protection for utility.

To sum up, compared with traditional techniques, PPCA
can achieve PPDM, which remains high classification accuracy
while providing privacy beyond computational secrecy.

B. Analysis of Computational Complexity

In this section, we seek to analyze the computational com-
plexity of decryption algorithm for real-time online edge an-
alytics. Traditional CS-based security frameworks decrypt by
reconstructing the measurements with the private key, the en-
coding matrix. The orthogonal matching pursuit (OMP) has
less complexity and is more feasible for implementation com-
pared with convex optimization based sparse coding algorithm.
Hence, most works in the literatures adopted OMP to realize the
CS reconstruction engine [34], [35].

The OMP is an iterative greedy algorithm, mainly including
pursuing process and LS process. According to [35], the exact
multiplications required by OMP algorithm are as follows:

T∑

L=1

(
NM + 3L2 + (M − 1) (L− 1)− 3 + ML + M

)

≥
T∑

L=1

NM, (37)

where N is the original dimension; M is the measurement
length;L is the current iteration number; and T is the total num-
ber of required iteration (L ≤ T ). The first term NM which
relates to pursuing process by correlation dominates the com-
plexity; therefore, the total required multiplications of OMP are
at least O(TNM). According to [36], T equals to the signal
sparsity K in noiseless scenario. Note that in practical noisy
scenario, T is much bigger than K (T ≥ K) [37]. Hence, the
total required multiplications of OMP are at least O(KNM).

The decoding algorithm in the proposed PPCA only in-
volves matrix-vector product with the decoding matrix D;

therefore, the multiplications for decoding required by PPCA
are O(kdM). Note that the decoding matrix D is derived from
the pre-trained dictionary Ψ and the measurement matrix Φ
referring to (23); therefore, it can be precomputed offline.

In summary, the multiplications for online decryption re-
quired by traditional techniques and the proposed PPCA are at
least O(KNM) and O(kdM), respectively. Under the experi-
mental settings, N , M , K, and kd is set 512, 128, 20, and 30,
respectively. Therefore, the complexity of PPCA is 341 times
fewer compared with traditional techniques.

VI. CONCLUSION

In this work, we propose a novel privacy preserving data
analytics framework based on CS. The proposed PPCA outper-
forms traditional CS-based security framework in both privacy
and computational complexity. The framework is implemented
in ECG-based AF detection. The MI and multiplications re-
quired are reduced 1.98 bits and 341 times, respectively.

APPENDIX

PREREQUISITE OF REPRESENTATION WITH HELP OF DR

Based on the two assumptions as follows:

sother → 0px1 or C (Wother) = N
(
WT

)

and W is orthonormal. (38)

Prove the following equivalence and s = t if t = WT x.

x = Ws + Wothersother . (39)

where the signal x is represented with the matrix W ∈ RN,M

and Wother ∈ RN,p .
sother → 0px1 means there’s no signal energy in N(WT );

therefore, the signal x can be only represented by W as follows:

x = Ws. (40)

On the other hand, with the assumption C(Wother) =
N(WT ) which means C(x) = C(W)⊕ C(Wother) for all
signal x, the signal x can be represented by the two orthog-
onal complementary matrix. Consequently, the equivalence in
(39) is proved.

Furthermore, with the property derived from (38) as follows:

sother → 0px1 or WT Wother = 0M,p , (41)

We can derive the following equivalence referring to (39):

t = WT x = WT Ws + 0M . (42)

W is orthonormal thus WT W = IM; therefore,

t = IM s. (43)

Q.E.D
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