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本篇論文描述一個低成本進階加密標準加密引擎的積

體電路實現。根據所提出將基底從伽羅瓦場 (28) 轉換至伽

羅瓦場 (24) 方法，能夠大大的減少取代位元組函數的硬體

複雜度。除此之外，利用即時密碼擴充函數來取代隨機存

取記憶體為基礎的密碼擴充函數，並且引用了資源分享的

架構。此進階加密標準晶片以典型的 0.35 CMOS 標準單元

庫來實現。模擬結果顯示出此進階加密標準晶片操作於

70M 赫茲的工作頻率，且資料的總輸出率為 831Mb/s。進階

加密標準的硬體成本為 31.1K 閘數。 

 伽羅瓦場、進階加密標準、標準單元庫。 

Abstract 
This paper addresses a low-cost VLSI implementation 

of the Advanced Encryption Standard (AES) cryptographic 
engine.  The proposed basis transformation approach from 
Galois Field (28) to Galois Field (24) can significantly 
reduce the hardware complexity of the Substitution Byte 
function (S-box).  Besides, the on-the-fly Key Expansion 
function is used to replace the RAM-based, and 
resource-sharing scheme will also be employed.  This 
AES chip is implemented in a typical 0.35µm CMOS 
cell-library technology.  The simulation result shows that 
the AES chip works at 70MHz clock and the target 
throughput rate is 831Mb/s.  The hardware cost of the 
AES design is about 31.1K gate count. 

Keywords: Galois Field, AES, cell-based library.  

1.  INTRODUCTION 

Along with the rapid growth of the Internet and 
wireless communication systems, users have a great 
demand for secure mechanisms for data transmission 
over the non-secure channel.  Two kinds of 
cryptographic systems can be used for that purpose, i.e., 
the symmetric-key and asymmetric-key.  The sym- 
metric key cryptography, such as Data Encryption 
Standard (DES) [1], 3Data Encryption Standard (3DES) 
and AES, uses an identical key between the sender and 
receiver for encryption and decryption, respectively.  
On the other hand, the asymmetric key cryptography, 
such as Rivest-Shamir-Adleman (RSA) and Elliptic 
Curve Cryptosystem (ECC) uses different keys for 
encryption and decryption.  For high-speed 
considerations, the symmetric key cryptography is more 
suitable to encrypt a large amount of data.  On the 
contrary, the asymmetric key cryptography is suitable 
for digital signature or computation of small and fixed 
data length. 

On January 2, 1997, the National Institute of 
Standards and Technology (NIST) invited proposals for 
new algorithms for the AES to replace the old DES.  
Among the 15 preliminary candidates, MARS, RC6, 
Rijndael [2], Serpent, and Twofish were announced as 
the finalist candidates [3] on August 9, 1999 for further 
evaluation.  Finally, NIST announced in October 2000 
that Rijndael was selected as the AES algorithm and 
Federal Information Processing Standards 197 (FIPS- 
197) are issued by the NIST on November 26, 2001 [4]. 

NIST takes both software and hardware design 
issue into consideration deliberately in determining the 
AES algorithm.  Compared with software implemen- 
tations, hardware implementations provide more 
physical security as well as higher speed.  The selected 
AES algorithm has the property of trade-off between 
speed and area for different applications.  Some 
applications, such as smart cards, require small area.  
Some applications, such as WWW servers and ATMs, 
are speed critical.  Some other applications, such as 
digital video recorders, require an optimization of 
speed/area ratio.  Various implementation optimizations 



14 國立臺灣大學「台大工程」學刊  第八十八期  民國九十二年六月 

are developed to satisfy the demands of different 
applications.  Some works have been presented on 
hardware implementations of the AES algorithm using 
FPGA [5~7] and ASIC [3,8,9].  In this paper, we focus 
on developing a low-cost VLSI implementation of the 
AES algorithm.  The overall design complexity of the 
AES could be reduced substantially by a basis 
transformation from GF(28) to GF(24), the integration of 
MixColumns and InvMixColumns transformations, and 
implementation of on-the-fly KeyExpansion function.  
An AES-128 encryption/decryption operation takes 11 
clock cycles to complete.  The AES chip was described 
in Verilog HDL and synthesized in an Avanti typical 
0.35µm CMOS cell-library technology.  The AES chip 
works at 70MHz clock and the target throughput rate is 
831Mb/s.  The hardware cost of our AES design is 
about 31.1K gate count while yielding the throughput- 
gate count ratio of 26.7. 

This paper is organized as follows.  In Section 2, 
the AES algorithm is briefly described.  In Section 3, 
the efficient hardware implementation is introduced.  
Subsequently, the design of integrated encryptor/ 
decryptor, experimental results and comparisons are 
shown in Section 4 and the conclusion is given in 
Section 5. 

2.  AES ALGORITHM 

The AES/Rijndael algorithm is well-known a 
symmetric block cipher, in which both the sender and 
receiver use a single key to encrypt and decrypt the 
information.  The block length of Rijndael can be 128, 
192 or 256 bits, but the AES algorithm [4] only adopts 
the block length of 128 bits (Nb = 128/32 = 4).  
Meanwhile, the key length can be 128, 192 or 256 bits 
(Nk = 4, 6 or 8).  Each data block consists of a 4 × 4 
array of bytes called the State Array.  All the basic 
operations of the AES algorithm are performed on the 
State Array.  The AES algorithm block diagram is 
shown in Fig. 1, and the representation of State Array is 
shown in Fig. 2.  A round function consists of 4 
different transformations, which are SubBytes(), 
ShiftRows(), MixColumns() and AddRoundKey().  The 
round function is performed iteratively according to the 
key length.  In summary, when Nk = 4, 6 and 8, the 
corresponding Nr is 10, 12 and 14, respectively. 

2.1  AES Encryption 

When cipher is started, the input data is saved to 
the State Array.  After initial roundkey addition, Nr  
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Fig. 1  Block diagram of AES algorithm 
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Fig. 2  The representation of State Array 

rounds of encryption are performed.  All the functions 
are operated in each round, except that the MixColumns 
transformation does not be run in last round.  As 
illustrated in Fig. 1, each of the first Nr-1 rounds 
consists of 4 transformations: SubBytes(), ShiftRows(), 
MixColumns() and AddRoundKey().  The four 
transformations are now described in detail below. 

 1. SubBytes()：SubBytes transformation is performed 
on each byte of the State Array using a substitution 
table (S-box).  The S-box is constructed by first 
computing the multiplicative inverse of each 
element in GF(28) with irreducible polynomial m(x) 
= x8 + x4 + x3 + x + 1.  The element {00} is 
mapped to itself.  Then an affine transformation is 
applied, which can be expressed in matrix form as 
Eq. (1).  Meanwhile, Fig. 3 illustrates the effect of 
the SubBytes transformation on the State Array. 
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Fig. 3 SubBytes() applies the S-box to each byte 
of the State Array 
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 2. ShiftRows()：The first row is not shifted.  The 
second, third and fourth rows shift cyclically to the 
left of one byte, two bytes, and three bytes, 
respectively, as illustrated in Fig. 4. 

 3. MixColumns()：The MixColumns transformation is 
performed on the State Array column-by-column.  
Each column is regarded as a four-term polynomial 
over GF(28) and multiplied by c(x) modulo x4 + 1, 
where c(x) = {03}x3 + {01}x2 + {01}x + {02}.  
The matrix form is illustrated in Eq. (2), and the 
operation of the transformation function is 
illustrated in Fig. 5. 
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Fig. 4 ShiftRows() cyclically shift the last three 
rows in the State Array 
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Fig. 5 MixColumns() operates on the State Array 
column-by-column 

 4. AddRoundKey()：In the AddRoundKey transfor- 
mation, a roundkey is performed on the State Array 
with bitwise Exclusive-OR (XOR) operation.  
Each roundkey consists of Nb word, which is 
generated from Key Expansion function.  The 
AddRoundKey() operation is depicted with Fig. 6. 

2.2  Key Expansion 

In AES algorithm, Key Expansion generates a total 
of Nb(Nr + 1) words.  The key, K, is used as the initial 
set of Nk words and the rest of the roundkey is 
generated from the key iteratively.  The output of Key 
Expansion is an array of 4-byte words denoted by wi, 
where 0 ≤ i < Nb(Nr + 1).  The Key Expansion 
algorithm is illustrated in Table 1, and the related 
architecture is described in Fig. 7. 
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Fig. 6 AddRoundKey() XORs State with 
RoundKey from key schedule 

Table 1  Pseudo code for key expansion 

KeyExpansion (byte key[4*Nk], word w[Nb*(Nr+1)], Nk) 
begin 

word temp 
i = 0 
while (i < Nk) 

w[i] = word(key[4*i], key[4*i+1], key[4*i+2], key[4*i+3])
i = i+1 

end while 
i = Nk 
while (i < Nb * (Nr+1)) 

temp = w[i-1] 
if (i mod Nk = 0) 

temp = SubWord(RotWord(temp)) xor Rcon[i/Nk] 
else if (Nk > 6 and i mod Nk = 4) 

temp = SubWord(temp) 
end if 
w[i] = w[i-Nk] xor temp 
i = i + 1 

end while 
end 
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Fig. 7  Key expansion block diagram 
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In Table 1, the SubWord applies S-box to each of 
the four bytes in a word, wi.  The function RotWord 
rotates each byte one position to the left in a word.  For 
example, if the input is a word [a0, a1, a2, a3], RotWord 
outputs the word [a1, a2, a3, a0].  Rcon [i] is the round 
constant word array, whose value is [RC(i), {00}, {00}, 
{00}] = [xi−1, {00}, {00}, {00}].  The values of RC(i) 
are listed in Eq. (3)： 

{36}RC(10){1b}RC(9)
{80}RC(8)   {40}RC(7)}20{)6(RC   {10}RC(5)

{08}RC(4){04}RC(3)   {02}RC(2)}01{)1(RC

==
====

====

  (3) 

2.3  AES Decryption 

The AES encryption structure of Fig. 1 can be 
inverted to get a straightforward structure for decryption.  
Corresponding to the transformations in the encryption, 
InvSubBytes(), InvShiftRows(), InvMixColumns(), and 
AddRoundKey() are performed in the decryption.  The 
inverse function of AddRoundKey is its own, so the 
same function name is used.  Figure 8 shows the 
straightforward structure of decryption.  The roundkeys 
are the same as those in encryption, but are applied in 
reverse order. 

 1. InvSubBytes(): InvSubBytes is the inverse of 
SubBytes transformation, in which the inverse 
S-Box is applied to individual bytes in the State 
Array.  The inverse of the S-box, denoted by 
S−1-box, is constructed by first applying the inverse 
of the affine transformation in Eq. (1), then 
computing the multiplicative inverse in GF(28). 
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Fig. 8  Straightforward decryption structure 

 2. InvShiftRows(): InvShiftRows is the inverse of 
ShiftRows transformation.  In this transformation, 
the bytes in the first row of the State Array do not 
change; the second, third, and fourth row shift 
cyclically one byte, two bytes, and three bytes to 
the right, respectively. 

 3. InvMixColumns(): As the above, InxMixColumns 
function is the inverse of MixColumns trans- 
formation.  Similar to MixColumns transformation, 
InvMixColumns operates column-by-column on the 
State Array.  Each column is denoted as a 
polynomial over GF(28) and multiplied modulo x4 + 
1 by a−1(x) where d(x) = c−1(x) = {0b}x3 + {0d}x2 + 
{09}x + {0e}.  The transformation can be 
reformulated in matrix form as Eq. (4).  
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After observing Fig. 1 and Fig. 8, the sequences of 
transformations in the encryption structure and the 
straightforward decryption structure are very different 
from each other.  This difference could be an obstacle 
of resource sharing in implementing encryptor and 
decryptor.  However, the two properties of the AES 
algorithm allow making the decryption structure with 
the same sequence of transformations; just only modify 
the roundkey with minor changes in the encryption 
mode [4]. 

 (1) InvShiftRows transformation immediately 
followed by an InvSubBytes transformation is 
equivalent to an InvSubBytes transformation 
immediately followed by an InvShiftRows 
transformation. 

 (2) InvMixColumns transformation is a linear 
transformation shown in Eq. (5) 

.(RoundKey) mnsInvMixColu⊕mInvMixColu=
))((RoundKey ⊕ d(x))(State =

)(RoundKey)⊕(State
xd

xd
⊗⊗

⊗
 (5) 

This allows for the exchange of InvMixColumns 
and AddRoundKey transformations if roundkey is 
modified by InvMixColumns transformation before they 
are added up in the AddRoundKey transformation.  
Take the two properties into account; the structure of 
decryption algorithm could be modified from Fig. 8 to 
the equivalent structure of Fig. 9.  The equivalent 
structure exactly has the same sequence of transfor- 
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mations in the encryption structure.  Taking advantage 
of the feature, it is more efficient to integrate the 
encryption and decryption into one hardware, as shown 
in Fig. 10. 
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Fig. 9  Equivalent AES decryption structure 
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Fig. 10 Integration of AES encryptor and 
decryptor 

3.  EFFICIENT 
IMPLEMENTATION OF THE AES 

In this section, we introduce two methods to reduce 
the hardware overhead.  One is the efficient 
implementation of S-box [11], and the other is the 
resource sharing scheme.  Moreover, the key expansion 
function is implemented on the fly to replace the 
RAM-based key expansion to aim at low-cost AES 
design.  

3.1  Efficient Implementation of S-box 

In the SubBytes transformation, an inverse 
transformation over GF(28) is employed.  Traditionally, 
the inverse transformation over GF(28) uses look-up 
table to achieve high speed requirements.  However, 

this method could cost more area.  Therefore, we 
represent elements in GF(28) as polynomials of degree 
one, i.e., bx + c, b, c ∈ GF(24), to reduce the complexity 
[11,12].  Then, the inverse operation of the S-box can 
be computed by taking the inverse of the polynomial bx 
+ c modulo an irreducible polynomial x2 + Ax + B，A, B 
∈ GF(24).  The multiplicative inverse for an arbitrary 
bx + c can be given by Eq. (6). 

xcbcABbbcbx 1221 )()( −− ++=+
2)(( ++++ bcABbbAc

 

 (6) 12 −)c

The operation of calculating the inverse 
transformation is now translated from over GF(28) to 
over GF(24), including multiplications, squarings, and 
additions.  The inverse over GF(24) can be stored in a 
smaller look-up table than that over GF(28).  
Furthermore, we could use an optimal normal basis in 
order to simplify the squaring operation.  The squaring 
operation is a simple rotation in normal basis, and the 
multiplication is implemented similarly to the modified 
Massey-Omura architecture [13].  The modified Massey- 
Omura multiplication is an efficient method to 
implement the multiplication based on the normal basis.  
Moreover, we can use the freedom for the choice of 
coefficients A and B.  In general, we set A to be equal 
to the unit element in normal basis (denoted 1111) and 
B to be a value with low Hamming weight, said 0001.  
The Fig. 11 gives a schematic representation of a 
hardware-efficient calculation of inverse over GF(28).  
In AES S-box, the finite field inverse operation is 
followed by an affine transformation.  The affine 
transformation could be implemented directly on the bit 
level circuit.  It is also possible to save gate counts in 
advance, and does not to degrade the security. 

In SubBytes transformation, the irreducible 
polynomial defined in AES over GF(28) is m(x) = x8 + x4 

+ x3 + x + 1, which is not a primitive polynomial.  A 
proper primitive irreducible polynomial should be P(x) 
= x8 + x4 + x3 + x2 + 1.  As a result, before performing a  
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Fig. 11 Schematic representation of a hardware- 
efficient calculation of the inverse over 
GF(28) 
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SubBytes transformation, we should perform a basis 
transform over GF(28) with the irreducible polynomial 
m(x) to P(x), and then transform the basis from GF(28) 
to GF((2)4).  Assume that α be a root of P(x) and β be 
a root of m(x), then there exists a k such that β = αk 
(Appendix C of [14]), i.e., for any set of standard 
basis,{1, β, β2, β3, β4, β5, β6, β7} =  {1, αk, α2k, α3k, α4k, 
α5k, α6k, α7k}.  Then the corresponding basis 
transformation is defined in Eq. (7). 
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In order to construct an irreducible polynomial x2 + 
Ax + B, let λ = αi be an nonzero element in GF(28).  If 
λ and its conjugate λ16 are distinct, then (x + λ) (x + λ16) 
= x2 + Ax + B is a degree-2 irreducible polynomial [14], 
where A, B ∈ GF(24).  We denote A = 1 and calculate 
the distinct conjugate pairs {λ, λ16} such that λ ≠ λ16 
and λ + λ16 = 1.  Subsequently, to derive B with 
minimal hamming weight in the normal basis, the 
conjugate pair {λ, λ16} must satisfy Eq. (8), so that the 
sequence {γ, γ2, γ4, γ8} constructs a normal basis. 

公式正

確嗎?
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Based on the foregoing discussion, we could derive 
the basis as Eq. (9) for computing the inverse as {θ0, θ1, 
θ2, θ3, θ4, θ5, θ6, θ7}. 
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To obtain the inverse of c, let c be equal to , 

c
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θ

0i
i

ic

i ∈ {0, 1}, i.e., c = {c0, c1, c2, c3, c4, c5, c6, c7}.  We 
can derive Eq. (10) below. 
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公式正

確嗎? Besides, the affine transformation in the S-box is 
combined with basis transformation.  The block 
diagram of the proposed S-box design is shown in Fig. 
12.  On the other hand, we also integrate SubBytes() 
and InvSubBytes() so that both they could use the same 
inverse logic GF(24) module to achieve low-cost 
objective. 
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Fig. 12  S-box hardware design 

3.2 Hardware Sharing Design of 
MixColumns() and InvMixColumns() 

In Eqs. (2) and (3), we can see that too the same 
operations are employed just with different coefficients 
for encryption and decryption, such as multiplication 
and addition over GF(28).  In finite field operations, 
any element over GF(28) can be represented as Eq. (11) 
using polynomial representation. 

7
7

6
6

5
5

4
4

3
3

2
210)( xbxbxbxbxbxbxbbxb +++++++=

  (11) 

Multiplying the binary polynomial defined in Eq. 
(11) with the polynomial x results in b0 x + b1 x2 + b2 x3 + 
b3 x4 + b4 x5 + b5 x6 + b6 x7 + b7 x8.  The result x b(x) or 
{02}⋅b(x) is obtained by reducing the above result 
modulo m(x), as defined above.  If b7 = 0, the result is 
already in reduced form.  If b7 = 1, the reduction is 
accomplished by subtracting the polynomial m(x).  In 
GF(2), the operation is only a simple bitwise XOR with 
{1b}.  This operation on bytes is denoted by Xtime().  
The Boolean equation Xtime() is out[7:0] = {in[6:4], 
in[3:0]^{in[7], in[7], 1’b0, in[7]}}.  Multiplication by 
higher powers of x can run Xtime(), repeatedly.  
Besides, we can observe that results of some operations 
which have been calculated in MixColumns() can be 
employed in InvMixColumns() to reduce some 
operations.  Therefore, we rewrite MixColumns and 
InvMixColumns transformations from 

TbbbboutMixColumns ][]1132[_ 3210=  
  (12) 

TbbbbDBEoutmnsInvMixColu ][]9[_ 3210=
  (13) 

to 

)()(2_ 32110 bbbbboutMixColumns ++++=  (14) 

)(2)(2(4_ 3210 bbbboutmnsInvMixColu +++=  
  )()(2))( 3211020 bbbbbbb +++++++  

))()(2)(2(4 203210 bbbbbb +++++=  
  outMixColumns _+  (15) 
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With the property, we can merge MixColumns and 
InvMixColumns transformations to save hardware area a 
lot.  The schematic diagram for merging MixColumns() 
and InvMixColumns() of one byte is illustrated in Fig. 
13. 

Subsequently, to realize the overall integration of 
4-byte MixColums and InvMixColumns transformations, 
we first integrate four 1-byte MixColumns and 
InvMixColumns transformations, but only shift input 
data left cyclically.  The Fig. 14 illustrates the overall 
integration of 4-byte MixColumns and InvMixColumns 
transformations.  The control signal En_De determines 
the output data from MixColumns or InvMixColumns 
transformation.  When the En_De signal is high, the 
operation runs in MixColumns mode, and outputs the 
date for encryption.  On the contrary, when the En_De 
signal is low, then the operation works in 
InvMixColumns transformation mode, and outputs the 
data for decryption. 

3.3  Key Expansion 

The Key Expansion described in AES standard 
includes 2 components.  One is the Key Scheduling 
and the other is Selecting RoundKey.  The function 
KeyExpansion() performs XOR, SubByte transformation 
and Rcon operation.  RoundKeys can either be 
generated off-line and stored in memory, or be 
generated on the fly.  The former case is suitable for 
applications which do not change keys constantly and 
can afford large area for memory.  During encryption/ 
decryption, roundkey can be read out from memory, and 
no extra delay is induced for decryption.  In this case, 
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Fig. 13 Merged 1-byte MixColumns() and 
InvMixColumns() schematic diagram 
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Fig. 14 Integration of 4-byte MixColumns() and 

InvMixColumns() schematic diagram 

reducing the critical path of KeyExpansion() can 
degrade the overhead of hardware complexity, however, 
it does not speed up the whole system.  The 
applications in which the key needs to be changed 
frequently, it is preferred to expand keys on the fly.  
From KeyExpansion() algorithm, we can easily observe 
that the critical path of KeyExpansion() is composed of 
one multiplexer, one S-box, and on XOR gate.  Since 
the critical path of KeyExpansion() is shorter than that 
of a round unit, reducing the critical path of 
KeyExpansion() will not increase the speed of the whole 
system.  Generating roundkey on the fly eliminate the 
requirement for key storage, but pays penalty at 
hardware overhead, since the decryption can only begin 
after the last roundkey is ready. 

In the applications with limited area, generating 
roundkey on the fly is a better choice.  In [15] an 
efficient architecture, which can generate roundkey (i + 
1), on the fly from roundkey(i) is proposed and vice 
versa, iteratively.  As a result, in our AES design, we 
implement the KeyExpansion() function in the same 
way to reduce hardware.  Similar to the integration of 
MixColumns() and InvMixColumns(), we carry out the 
KeyExpansion() and InvKeyExpansion() for encryption 
and decryption in one circuit.  The Fig. 15 shows the 
architecture of KeyExpansion() and InvKeyExpansion().  
When the En_De signal is high, then the circuit 
generates the next 128-bit roundkey (i + 1) for 
encryption.  On the contrary, it generates the next 
128-bit roundkey (i − 1) for decryption. 
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32 3232 32
128

32

32

 

Fig. 15 Joint Implementation of KeyExpansion() 
in encryptor and decryptor [15] 

4.  DESIGN OF INTEGRATED 
AES ENCRYPTOR/DECRYPTOR 

4.1  Architecture of Overall AES Design 

From the discussions in Section 3, we can modify 
AES architecture from Figs. 10 to 16.  The primary 
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difference is that two transformation functions, both 
SubBytes() and MixColumns(), are merged into single 
one.  Moreover, in the integrated (Inv)SubBytes, an 
efficient finite field inverse operation is implemented in 
much smaller look-up tables with some extra logic 
circuits. 

The Fig. 17 shows the overall architecture of our 
AES design.  Three primary components are main 
controller, Key Expansion function, and the AES 
datapath.  The main controller can generate the signal 
to control the data transportation, Key Expansion 
function, and encryption/decryption.  When the AES 
process starts, the I/O interface obtains the key from 
32-bit input data and plaintext in the order.  Once key 
and plaintext are ready, AES datapath starts to encrypt 
or decrypt the plaintext with roundkeys which are 
generated from Key Expansion function on the fly.  
The AES round function will then run for 10, 12, or 14 
times according to the key size.  Finally, the processed 
data or ciphertext will be exported through the 32-bit 
output data port. 

正確嗎?

4.2  Experimental Results and Comparisons 

In our AES design, we implement the block length 
of 128-bit and the key length of 128-bit, called AES-128.  
We determine the basis of β = α25 and λ = α123 to 
implement the S-box in our design.  The efficient 
S-box was synthesized in Avanti 0.35 standard cell 
library.  The area of our S-box is 612 gate counts, 
which is a 22% area reduction less than the inv-optional 
S-box in [15].  The comparison table with RAM-based, 
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Fig. 16 Modified integrated encryptor and 
decryptor 
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Fig. 17 The overall architecture of our AES 
design 

ROM-based and LUT-based design is illustrated in 
Table 2.  Subsequently, Table 3 shows the comparison 
among the MixColumns, InvMixColumns and inte- 
gration of MixColumns and InvMixColumns transfor- 
mations. 

Table 2  Comparison table of 8-bit S-box 

 S-box + InvS-box
(LUT) 

SRAM 
256 × 8 

ROM 
2 × 256 × 8 

Inv-optional
S-box [15] Ours

Gate 
Count 662 + 662 = 1324 2138 1866 789 612

Table 3 Gate count comparison of MixColumns, 
InvMixColumns transformation, and the 
integrated encryptor/decryptor 

 MixColumns InvMixColumns Integration of 
Inv/MixCol 

Gate count 420 913 987 

Our AES-128 encryption/decryption operation 
takes 11 clock cycles to complete.  The AES chip was 
described in Verilog HDL and synthesized in an Avanti 
typical 0.35µm CMOS cell-library technology.  The 
gate count distribution of our AES chip is shown in Fig. 
18.  The AES chip works at 70MHz clock and the 
target throughput rate is 831Mb/s.  The hardware cost 
of our AES design is about 31.1K gate count while 
yielding the throughput-gate count ratio of 26.7.  
Finally, Table 4 shows a comparison of area and 
performance with different AES ASIC implementations.  
Although the IBM’s AES design [12] has a 1.1 time 
throughput gate count ratio better than ours, the area of 
ours is about 1/8 time smaller than IMB’s.  From the 
point of view of cost, our design is still more 
cost-efficient than these works while achieving very 
good throughput-gate count ratio. 

 AES 
datapath

Key 
Expansion 

Main 
Controller Total 

Gate count 19187 9384 2582 31159

Datapath

62%

Key Expansion

30%

Main Controller

8%

Datapath Key Expansion Main Controller

 
Fig. 18 The gate count of distribution of our AES 

design
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Table 4  Comparison with other AES designs 

  Ichikawa [3] Kuo [9] Li [16] Lu [15] IBM [12] Ours 
Process (µm) 0.35 0.18 0.35 0.25 N/A 0.35 
Clock (MHz) N/A N/A 166 100 32 70 
Throughput 1.95Gb 1.82Gb 1.328Gb 609Mb 7.5Gb 831Mb 
Gate Count 612K 173K 120K 31.9K 256K 31.1K 

Latency N/A N/A N/A 210ns N/A 154ns 
Throughput/GateCount 

(Mb/gate-count). 3.18 10.52 11.07 19.09 29.3 26.72 

 

5.  CONCLUSIONS 

In this paper, we have proposed a hardware- 
efficient VLSI implementation of the AES algorithm.  
The hardware cost of our AES design is about 31.1K 
gate count while yielding the throughput-gate count 
ratio of 26.7 Mb/gate-count.  It can serve as the data 
processing engine for modern cryptographic systems. 
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