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Abstract—The advanced deep submicrometer technology
increases the risk of failure for on-chip components. In advanced
network-on-chip (NoC) systems, the failure constrains the on-
chip bandwidth and network throughput. Fault-tolerant routing
algorithms aim to alleviate the impact on performance. However,
few works have integrated the congestion-, deadlock-, and fault-
awareness information in channel evaluation function to avoid
the hotspot around the faulty router. To solve this problem,
we propose the ant colony optimization-based fault-aware rout-
ing (ACO-FAR) algorithm for load balancing in faulty networks.
The behavior of an ant colony while facing an obstacle (failure
in NoC) can be described in three steps: 1) encounter; 2) search;
and 3) select. We implement the corresponding mechanisms as:
1) notification of fault information; 2) path searching mechanism;
and 3) path selecting mechanism. With proposed ACO-FAR,
the router can evaluate the available paths and detour packets
through a less-congested fault-free path. The simulation results
show that this paper has higher throughput than related works
by 29.1%–66.5%. In addition, ACO-FAR can reduce the unde-
livered packet ratio to 0.5%–0.02% and balance the distribution
of traffic flow in the faulty network.

Index Terms—Ant colony optimization (ACO), fault-tolerant
routing, network-on-chip (NoC).

I. INTRODUCTION

NETWORK-ON-CHIP (NoC) provides a ready archi-
tecture for scalable on-chip communication [1]–[3].

However, with the development of semiconductor technology,
the density of on-chip components increases. The defec-
tive transistors and failures in interconnections become more
serious [4], [5]. These failures cause the unbalanced traf-
fic load and crash of system. Thus, fault-tolerant approach
is critical for building reliable systems to provide successful
transmission and reduce performance degradation.

In recent years, many NoC-based fault-tolerant schemes
have been proposed [6]–[9]. Fault-tolerant schemes consist
of fault detection mechanism, fault-aware mapping mech-
anisms, and fault-tolerant routing algorithm, as shown in
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Fig. 1. (a) Fault-tolerant scheme in NoC system. (b) Limitation of
conventional fault-tolerant routing algorithms.

Fig. 1(a). Firstly, the fault detection mechanism uses the par-
ticular circuit to detect, locate, and isolate the faulty part
of routers [12]. Then, the fault-aware application mapping
technique can map the application core graph to the free non-
faulty cores to achieve higher performance and improve failure
containment [31]. Based on the mapped NoC core and the
fault location, the fault-tolerant routing algorithm can detour
packets from the faulty routers while keeping the packet trans-
mission complete. However, the conventional fault-tolerant
routing algorithms drastically degrade the system performance,
because the traffic loads are congested around the faulty node
and forms the hotspot of congestion. The main reasons are
illustrated in Fig. 1(b) and as follows.

1) Lack of Regional Notification of Fault Information:
Conventional fault-tolerant routing algorithms [6]–[9]
use the local fault-notification mechanism. Therefore,
only adjacent routers of the faulty router can notice
the fault. That is, the routers further than two-hop of
distances cannot be informed about the fault for reaction.
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2) Restricted Path Diversity: Conventional turn model-
based fault-tolerant routing algorithms [6]–[8] place
restrictions on the routing function in the detour paths.
Therefore, the path diversity is constrained. The traffic
congestion is thus prone to happen.

3) Path Selection Without Consideration of Regional Fault-
Awareness: If the packets pass the region around the
faulty node, they will be blocked and cause traffic con-
gestion and unnecessary packet detour. This increases
the network latency. Conventional algorithms [6]–[9]
seldom consider the integration of regional fault-
awareness with congestion information in path selecting
process.

The ACO-based adaptive routing algorithm, with reinforce-
ment learning behavior to detour from the congestion/fault
region, is first developed by AntNet [29]. The difference with
other evolutionary algorithm is that the ACO-based routing
directly maps the distributed mobile agent-based ants as trans-
mitting packets and the routes as the routing paths to solve
control and routing problems in telecommunication and net-
working [15], [38]–[40]. In addition, ACO uses distributed
agents to make on-line adaptive routing decisions.

In ACO-based routing, the foraging behavior (searching
for food) [38] is used to model the ants in discovering the
shortest/less-congested path to a food source and to share that
information with the other ants through stigmergy [15]. This
is achieved by laying a chemical substance called pheromone
that induces changes in the environment which can be sensed
by other ants.

In applying ACO in network routing and load-balancing,
an artificial ant can be realized as a simple program consist-
ing of simple procedures that simulate the laying and sensing
of pheromone. An artificial ant migrates from node to node
and emulates the laying of pheromone by updating the cor-
responding entry in the routing (or pheromone) table in a
node [15].

To solve the faulty-network issues for 2-D-mesh NoC, mul-
tiple optimization factors are considered in this paper, which
includes congestion-awareness, deadlock-awareness, and fault-
awareness. To the best of our knowledge, few works have
discussed on integrating multiple factors in the routing table.
The adjustable chemical substance, pheromone, in the routing
table of ant colony optimization (ACO) is suitable for inte-
grating these factors [13]–[15], [29]. This technique is then
utilized by [16]–[18] and [30] in the NoC system. Su et al. [18]
also show that the inherent detour behavior of ant colony,
and integrate the congestion and deadlock-awareness infor-
mation to achieve a deadlock-recovery-based fully-adaptive
routing.

Based on [18] and [24], we further integrate the fault-
awareness information with pheromone evaporation mecha-
nism in channel evaluation process to alleviate the hotspot
of congestion around the faulty router. We propose the
ACO-based Fault-Aware Routing (ACO-FAR) algorithm to
provide higher path diversity and traffic balance ability com-
pared with previous works.

The proposed algorithm is inspired by the fault-tolerant
behavior of ant colony, as shown in Fig. 2(a), which consists of

Fig. 2. (a) Fault-tolerant behavior of the ant colony. (b) Corresponding
routing process of the proposed ACO-FAR algorithm.

three steps [10]: 1) encounter; 2) search; and 3) select. Initially,
the ants follow the original pheromone trail, and cannot pro-
ceed forward because of the obstacle. Then, they search for
other available paths in arbitrary directions to detour from the
obstacle. After a short period of discovering, more and fresher
pheromone accumulates on the shorter detour. As a result, the
ants would select this new path to bypass the obstacle.

As in Fig. 2(b), we transform the heuristics into three
corresponding fault tolerant techniques as follows.

1) Notification Mechanism of Fault Information: We pro-
pose a low-cost dynamic notification mechanism to col-
lect and propagate the fault information to neighboring
region of the faulty node in the network.

2) ACO-Based Fault-Aware Path Searching Mechanism: To
identify legal routing path based on the fault informa-
tion and provide as much path diversity as possible; this
mechanism searches for possible paths to neighboring
nodes except for faulty paths.

3) ACO-Based Fault-Aware Path Selecting Mechanism: To
evaluate the congestion condition of the routing paths
and relieve the traffic congestion around the faulty
nodes, this mechanism integrates the congestion and
regional fault information into ant pheromone to select
the better path.

Based on the design concept of the fault-aware pheromone
in [11], we have rigidly formulated the problem, refined
the algorithm, and presented the area/energy analysis in
details. With the proposed techniques, ACO-FAR improves
the fault-tolerance ability of network by reducing the unde-
livered packet ratio from 14.9% to 0.02% compared with
Modified X-First [6]. The system throughput outperformed
related works by 29.1%–66.5%. In addition, we design and
implement ACO-FAR router architecture with TSMC 90 nm
technology with an area overhead of 9.54%. We also evaluate
the area efficiency and energy consumption of the fault tol-
erant schemes. ACO-FAR has the highest area efficiency and
moderate energy consumption.

The paper organization is as follows. In Section II, we
discuss on the related works of fault tolerant routing and
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the backbone ACO-based routing. In Section III, we present
the proposed ACO-FAR algorithm. In Section IV, we show
the simulation results of proposed features. In Section V, we
implement the router architecture. We analyze the area over-
head, area efficiency, and estimate the energy consumption. In
Section VI, we give our conclusion.

II. RELATED FAULT-TOLERANT ROUTING AND

ACO-BASED ROUTING ALGORITHMS

Generally, there are two main categories of routing algo-
rithms: 1) virtual channel-based [9] and 2) virtual channel-
less [6]–[8] fault-tolerant routing algorithms.

A. Virtual Channel (VC)-Based Fault-Tolerant Routing

The virtual channel-based fault-tolerant routing algorithms
relax parts of routing restrictions [9], which allow multiple
transactions to share a single physical channel in time multi-
plexing. The virtual channel can adopt the turn model-based
and fully adaptive-based routing for different channels to guar-
antee deadlock-free. However, for the resource-limited NoC
system, the hardware cost of routers is a critical issue. Due
to high area cost and power consumption of VC, VCs-based
routing is still an issue in the resource-limited NoC. Therefore,
in this paper, we propose an ACO-based routing without using
virtual channel to achieve fault-tolerance.

B. Virtual Channel (VC)-Less Fault-Tolerant Routing

Many virtual channel-less fault-tolerant routing algorithms
use turn model-based schemes to achieve deadlock-free solu-
tion [6]–[8], which places restrictions on the routing function.
The restrictions prohibit particular turns around the faulty
region. In addition, these methods may have some assumptions
on the location of faults. Therefore, these routing algo-
rithms only provide robustness under certain circumstances.
Moreover, the system performance drastically degrades due
to lower path diversity and traffic imbalance. In contrary, an
ACO-based fully adaptive routing [16], [17] has high poten-
tial to efficiently divert traffic to less congested areas and thus
improve performance.

C. ACO/RACO-Based Adaptive Routing in NoC [16], [17]

The ACO-based selection function is developed to assist
adaptive routing in judging the congestion status of chan-
nel with current and historical pheromone information [13],
[14], [29]. ACO is a distributed collective-intelligence algo-
rithm, as shown in Fig. 3(a). In initial state, the ants travel
through paths and diffuse pheromone chemical. Better paths
accumulate a higher concentration of pheromone. Through this
process, ant colony can achieve global optimization without
acquiring global information. Some research of ACO-based
routing algorithms have been proposed because of its ability
in aggregating the historical information and improving the
network performance [15]–[18].

The AntNet [29] brought out the idea of ACO-based adap-
tive routing algorithm. Daneshtalab and Sobhani [16] then
utilized this idea in the NoC adaptive routing. The original

Fig. 3. (a) ACO process explores new paths and finds the shortest path
with pheromone information. (b) Flow of conventional ACO-based adaptive
routing.

ACO-based adaptive routing [16] can be defined as a routing
function with ACO-based selection function, which is shown
in Fig. 3(b). The probability pheromone is derived from the
current and the historical information of the network and is
called the state transition rule [16]

Ph′( j, d) = Ph( j, d) + αLj

1 + α(Nk − 1)
(1)

where
Ph( j, d) is normalized pheromone, which can be viewed as

the probability (in the range of [0, 1]) of selecting
channel index j (North, East, South, and West) for
packets heading to destination index d;

Lj is proportional to the inverse of the occupied
queue length (i.e., number of flits) at channel j;

Nk is the number of channels in router k;
α is the weighting coefficient ranging from zero to

one for the current and the historical information
of the network.

With appropriate weighting, the ACO routing will have
higher flexibility on selection and have higher potential to
make better decisions.

There are (N2−1) columns and Nk rows in the ACO routing
table, where N denotes the mesh size. Therefore, the routing
table has a size of (N2−1) × Nk. Table size results in problem
with scalability of N, which includes the memory cost, table
access time, and power consumption.

The regional ACO (RACO) [17] was proposed to solve
this problem. RACO discovered that the characteristic of
routing problem in NoC is much different from the wide
area network (WAN) system. Firstly, each path for certain
source/destination pair has the same hop counts under min-
imal routing and the buffer resource is more limited in the
NoC. Thus, the routing problem has shifted from a shortest
path problem to a load-balancing problem.

Secondly, Chang et al. [17] observed that the pheromone
values are redundant for distant routing and the pheromone
values of adjacent routers are correlated. Therefore,
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Chang et al. [17] used these characteristics to integrate
the table elimination technique (TET) with table sharing
technique (TST) to achieve a cost-effective design. The
shared region R is in the set of {northeastern, northwestern,
southeastern, southwestern}, which is the relative position of
the destination router to current router. Each shared region has
at most two available minimal routes. Therefore, the required
table size is 4 by 2 for each router. According to [17], this
technique can reduce the cost of routing table by 96.86%
for a 16 by 16 mesh (256 nodes). References [18] and [30]
have utilized this technique to develop more advanced routing
schemes. This paper also adopts the RACO for the design
of proposed algorithm. The state transition rule of RACO is
updated as follows:

Ph′( j, R) = Ph( j, R) + αLj

1 + α(Nk − 1)
(2)

which is obtained by replacing the destination d with the
region R [17] (i.e., the table entry becomes R in the rout-
ing and updating phase). By taking advantage of the regional
characteristic of NoC system and the properties of ant colony,
RACO can maintain similar performance to original ACO. The
RACO is adopted in this paper.

In addition, we use the forward-ant optimization process
as in [18] and [30]. The reinforcement factor is the buffer
occupancy as [17]. The data packets and ant packets use the
same network and have the same network experience. The
only difference is the header flit, since ant packets also carry
the same payload with data packet. When ant packet header
arrives at a router, the selection process triggers the pheromone
table update.

III. PROPOSED ACO-BASED FAULT-AWARE ROUTING

(ACO-FAR) ALGORITHM

In this section, we introduce the proposed routing algo-
rithm. We propose three techniques corresponding to the 3-step
behavior of ant colony. The proposed techniques can be inte-
grated with the ACO-based adaptive routing to improve the
network ability of fault-tolerance. The proposed schemes can
co-work with different kinds of fault detection mechanisms.
We begin with the discussion on the fault detection mechanism
and settings of reconfiguration stage that is more applicable
with our design.

1) Fault Detection Mechanism: We consider the fault detec-
tion mechanism in the NoC system which is able to
locate the position of faults. In this paper, the fault
detection mechanism [12] uses the build-in self-test/self-
diagnosis (BIST/SD) scheme to: a) execute the test pro-
cedure; b) compare the test patterns with test results; and
c) identify the faulty router with build-in-self-diagnosis
analyzer (BISD). Through this process, the fault detec-
tion mechanism checks if new faulty router is discovered
and/or past faulty router is repaired. This information is
then provided to the notification mechanism.

2) Settings of Reconfiguration Stage: The notification
mechanism is started in the initial and reconfiguration
stage. In the reconfiguration stage, the fault management
schemes shall remove the blocked packets, handle the

Fig. 4. (a) Received RFIout value from adjacent routers. (b) Reaction upon
receiving RFI.

erroneous data in the working period, and remap the
workload.

There are two possible methods for entering the reconfigura-
tion stage. One is when the runtime fault detection mechanism
detects fault, it instantly triggers the reconfiguration stage.
However, this method requires more complex fault detection
mechanism.

In this paper, we consider another method, which is that the
fault detection mechanism is activated in a constant period of
time. If fault/repair is detected, then the system enters the
reconfiguration stage. Otherwise, the reconfiguration stage is
bypassed. The length of the constant period is affected by the
fault occurrence rate of the system. It is a tradeoff between
the overhead of fault detection mechanism resource and the
error management resource.

In the simulation of this paper, we consider a working
period of 20 000 cycles. The reasonable activation period in
assumption for corresponding fault detection mechanism may
be around 104 to 105 cycles.

A. Technique 1: Notification Mechanism of Fault Information

We consider that the congestion condition is more severe
when a node is closer to the faulty router. The pheromone
shall be designed to sense this regional congestion condition
for early detouring. In order to achieve this, we propose a
mechanism that collects and propagates the information of
faults.

We define the regional fault index (RFI) as a propagated
local signal to provide fault information. To illustrate the RFI,
in Fig. 4(a), we empirically assign the RFI as a 2-bit local sig-
nal for an 8 × 8 mesh NoC. When the fault is detected by the
fault detection mechanism, the RFI value is sent to the routers
adjacent to the faulty node. This value decreases when propa-
gated to the adjacent hop until it reduces to zero. This means
that the fault information can propagate to at most 3-hops of
distance. Moreover, for the multiple faults situation, the value
of RFI is evaluated using the worst-case fault condition from
adjacent routers.

For generalizing, we set the RFI as an adjustable n-bit
signal. The RFI value is defined as

RFIout =
{

2n − 1, faulty node
max{RFIadj} − 1, else.

(3)

RFIout is the signal propagating from local router to neigh-
boring routers. If local node is faulty, its RFIout is equal
to 2n − 1. We can observe from Fig. 4(a) that the neigh-
boring routers of the faulty node are receiving RFIout = 3
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Fig. 5. Three cases of faulty node location. (a) Case I. Fully minimal paths.
(b) Case II. Prohibited faulty path. (c) Case III. Nonminimal paths.

from the faulty node (i.e., n is equal to 2). Because we con-
sider the worst case fault condition from adjacent routers, the
RFIout of normal router is computed as max{RFIadj}−1, where
the RFIadj is the set of RFI value {RFIN, RFIE, RFIS, RFIW}
receiving from adjacent routers. With this setting, the
RFI value can decrease and propagate to the adjacent
hops.

To make routing more efficient, the following techniques
react correspondingly depending on the received RFI value, as
listed in Fig. 4(b). Hence, the RFI mechanism can bring the
traffic load away from the faulty node to reduce the congestion
of nearby routers. This alleviates the problem of performance
degradation.

B. Technique 2: ACO-Based Fault-Aware Path Searching
Mechanism

To identify legal routing path based on the fault informa-
tion, the router itself can check the RFI signals and determine
whether its adjacent router is normal or faulty. The path search-
ing mechanism provides the candidate output channels based
on this path information.

The path searching mechanism searches for all paths to
adjacent nodes except for faulty paths to provide higher path
diversity. Base on the path information when the packet is
being sent from the current router to the next hop, there are
three cases as follows. Case I and Case II belong to 1) at least
one minimal path is feasible and Case III belongs to 2) when
only nonminimal paths are feasible. We also illustrate these
cases by using Fig. 5.

Case I. Fully Minimal Path: The path searching mechanism
provides fully-minimal paths in Fig. 5(a) (i.e., North and East)
as candidate channels. In this case, the faulty router is not
adjacent to the current router (the received RFIout does not
equal to 3).

Case II. Prohibited Faulty Path: In this case, the faulty
router is adjacent to the current router (the received RFIout
equals to 3). Therefore, as in Fig. 5(b), the candidate chan-
nel provided by the path selecting mechanism is North and
meanwhile the pheromone of East channel is set to zero.

Case III. Nonminimal Path: As in Fig. 5(c), the only min-
imal path from current router to destination router is blocked
by the faulty node. Hence, the path searching mechanism pro-
vides nonminimal paths (i.e., North and South) for candidate
channels instead of interrupting the packet transmission. The
situation is called packet detour and is similar to the search
behavior of ants.

A Special Case of Case I: We illustrate this case in Fig. 6. In
this case, the source/current router receives the same RFI value

Fig. 6. Special case in Case I for considering the location of the destination
node.

from the North and East channel, the packet has a chance to
be routed toward these two directions. If the routing algorithm
chooses the North channel as the output channel, the packet
will be blocked by the faulty node afterwards because of the
property of minimal routing. The following detour process
causes extra packet transmission latency and congestion.

To avoid this blockage, we define the x- and y-axis distances
from current router Rcurrent to destination router Rdest as �dx
and �dy, respectively{

�dx = Distancex (Rcurrent, Rdest)
�dy = Distancey (Rcurrent, Rdest).

(4)

We observe that the above mentioned blockage condition
happens when: 1) the channels are receiving the same RFI
value and 2) either �dx or �dy is equal to 0. Hence, we
add an additional constraint in the routing function that avoid
�dx or �dy to reach 0 unless they are both equal to 1. The
additional constraint is

ch =
⎧⎨
⎩

dirx, if (RFIx = RFIy & �dx ≥ 2 & �dy = 1)
diry, if (RFIx = RFIy & �dy ≥ 2 & �dx = 1)
(dirx, diry), if (RFIx = RFIy & else).

(5)

ch denotes the candidate output channel. ch is constrained
to x/y direction if either �dy/�dx is equal to 1.

C. Technique 3: ACO-Based Fault-Aware Path Selecting
Mechanism

The faulty router essentially sets a limitation on the sur-
rounding bandwidth. We integrate the congestion and fault
information in the process of path selection through the use
of ACO pheromone table in a new way.

The path selecting mechanism chooses the better output
channel by taking the RFI value into consideration for reduc-
ing the probability of selecting path toward the faulty region.
Since the fault may cause its nearby region to be congested,
the output channel with higher RFI value represents a restric-
tion on the path diversity. Therefore, the fault penalty factor,
β, is introduced to the state transition rule when making the
selection decision, but this factor does not alter the pheromone
table, and it is defined as

βj = 2−RFIout,j . (6)

β is decided by exponential decay of RFI from channel j.
As shown in Fig. 4(b), the fault pheromone Phf ( j, R) can be
computed by the evaluation metric as follows:

Phf ( j, R) = Ph( j, R) + αLj

1 + α(Nk − 1)
× βj. (7)
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Fig. 7. Average latency at the saturation point with different settings of α

under (a) uniform and (b) transpose traffic.

The right side of the evaluation metric is multiplied by
β of the output channel j. Because the Ph( j, R) in table is
also altered by the pheromone evaporation mechanism [18] to
avoid the formation of deadlock. Thus, the fault pheromone
Phf ( j, R) is now the synthesis of congestion, deadlock-aware
and fault-aware information. The selection decision is made by
evaluating Phf ( j, R). This mechanism can reduce the prob-
ability of the packet transmission to the congested/faulty
region.

D. Setting of ACO Weighting α

According to previous works [16]–[18], [30], they have indi-
cated that the value α is empirically to be set in the range of
0.2 to 0.3 to achieve better performance. We have simulated
the setting of α for uniform and transpose traffic in single-
fault NoC, respectively. We evaluate the averaged latency at
the saturation point with different settings of α, and the result
is shown in Fig. 7. We observe that, despite of the fluctua-
tion, the performance is kept in a range with these settings.
The system has lower latency when α is equal to 0.25 and
0.31, respectively. Hence, for both performance and hardware
friendly concerns, we set the value α to 0.25 for our design
and simulations in this paper.

E. Routing Flow of ACO-FAR Scheme

The routing flow is presented in Fig. 8. Firstly, in the initial
and reconfiguration stage, the system identifies the location
of fault and the ACO tables are set up based on the net-
work condition [17]. At the same time, the propagation of
RFI value and β are computed by (3) and (6). Secondly, the
routing process is activated when transmitting a header flit of
a packet. With the deadlock-aware design [18], we can use the
fully adaptive routing function to provide the available chan-
nels in minimal paths. Then, the ACO-based path searching
mechanism uses the fault information to determine whether the
packet is blocked by the faulty node and remove the blocked
channels. For Case III, the channels of nonminimal paths are
added to the candidate channels for detouring. In the selection
process, these candidate channels are evaluated by the ACO
fault-aware state transition rule (7) to make routing decision.
The ACO table is then updated with (2). If the header flit is
still blocked due to switch contention, input buffer conges-
tion, or deadlock, the ACO-based deadlock-aware mechanism
with DISHA deadlock-recovery mechanism [18] will be acti-
vated to resolve the blockage and achieve successful packet
delivery.

Fig. 8. Flowchart of ACO-based fault-aware routing.

The DISHA is a deadlock recovery strategy that sup-
ports deadlock-free fully adaptive wormhole routing [24]. The
recovery process is through a single additional flit buffer at
each node, which is the minimum requirement for a nonabort-
and-retry recovery scheme. This deadlock buffer is used only
when deadlock is presumed (with time-out mechanism) and
can be accessed from all neighboring nodes. In case of dead-
lock, one of the packets in the cycle is switched to the
deadlock-free lane and routed along this path until it reaches its
destination where it will be consumed to break a dependency
cycle.

Because the recovery resource is shared and limited, the
ACO-based deadlock-aware mechanism with DISHA [18]
focuses on reducing the overall utilization of deadlock recov-
ery resource. Before reaching the time-out for DISHA, this
mechanism: 1) reduces the pheromone level on blocked path
to make the selection function selects another path; 2) detours
the packet if the packet is still blocked; and 3) leaves a dead-
lock pheromone message. With this mechanism, the deadlock
recovery resource can sustain higher throughput.

For the livelock issue, in this paper, we have the minimal
routes with higher selection priority. In addition, when detour
is required, the maximum number of consecutive detour is set
to 2 in this paper. This number can be set according to the sys-
tem requirement of fault-tolerance. If the packet is still blocked
in the network, the ACO-based deadlock-aware mechanism
with DISHA [18] will also be activated.

IV. PERFORMANCE EVALUATION OF ACO-FAR ON

FAULTY NETWORK

A. Environment Setting for Simulations

The simulation results are evaluated by Noxim [19], which
is a flit- and cycle-accurate SystemC simulator for NoC
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Fig. 9. Single faulty router in the center of the network.

systems. Our setting is mesh network under wormhole switch-
ing mechanism and round-robin arbitration [20]. The packet
length is set to 8 flits, 4 input queuing buffers with the depth
of 4 flits in a router.

In this paper, we simulate single initial stage or a particu-
lar reconfiguration stage. That is, the faults are detected and
located for the propagation of RFI signal. The simulation time
is 20 000 cycles and the first 10 000 cycles is warm-up time.
The average latency under different packet injection rate is
used as the performance index of the simulations. We also
adopt the saturation throughput [22], which is the throughput
where the average latency equals to twice of the zero-load
latency, as the evaluation metric.

The related works as the comparison works are Modified
X-First routing algorithm [6], which provides the lower path
diversity due to its deterministic property. The fault and con-
gestion aware routing algorithm (FADyAD) [7] is based on
DyAD routing, which switches between deterministic and
adaptive routing according to the congestion conditions of the
network. Gradient routing algorithm [8] is an adaptive routing
and considers the routing priority by Gradient Line.

For the traffic pattern, we evaluate the network performance
with uniform and transpose distribution in 8 by 8 mesh, and
multimedia system (MMS) traffic [21] in 5 by 5 mesh. In
uniform traffic, each packet is randomly sent to each desti-
nation. In transpose traffic, router (x, y) only sends packets
to router (N − 1 − y, N − 1 − x) in the N by N mesh.
In MMS traffic, we map and schedule 40 video/audio tasks
on 25 IPs to evaluate system performance under realistic
traffic.

B. System Performance on Single-Fault NoC

In single fault simulation setting, the faulty router is set in
the center of the network, as in Fig. 9. The uniform traffic
pattern simulation is shown in Fig. 10(a), which can test all
the source and destination pair. As it shows, the performance
of Modified X-First is the worst among all, owing to its insuf-
ficient path diversity provided by routing function. FADyAD
and Gradient acquire better performance over Modified X-First
by extending more path diversities. The performance of
ACO-FAR further improves with using fully-adaptive routing
and ACO-based selection. The improvement from ACO-FAR
is 25.0%–66.7% compared with related works in terms of
saturation throughput, which conforms to previous discussion.

The second simulation is shown in Fig. 10(b). The traf-
fic pattern is transpose, which is highly unbalanced in the
center faulty region of the mesh. The improvement from ACO-
FAR is 10.0%–37.6% compared with related works in terms
of saturation throughput.

Fig. 10. Performance of different fault-tolerant routing algorithms under
(a) uniform, (b) transpose, and (c) MMS traffic in single-fault network.

The third simulation is the performance comparison in
MMS traffic, which is the realistic traffic of the multime-
dia system including h.263 video codec and an MP3 audio
codec. The result is shown in Fig. 10(c). The improvement of
saturation throughput is 12.3%–29.1% compared with related
works.

In order to give a quantitative analysis on the network
performance, the saturation throughput under various traf-
fic patterns and the average improvement of each routing
algorithms are tabulated in Table I and Fig. 11. As we
can see, ACO-FAR acquires the highest overall saturation
throughput and thus has the highest average improvement. We
find FADyAD, Gradient, and ACO-FAR has improvement of
10.97%, 24.47%, and 44.4% compared with Modified X-First,
respectively.

C. System Performance on Multiple-Fault NoC

Furthermore, we also evaluate the system performance with
different number of faulty nodes to confirm the effectiveness
of the algorithms under various conditions. The traffic distri-
bution is uniform. Note that Modified X-First routing can only
handle single fault, so it is excluded from the simulation of
multiple faulty nodes.
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TABLE I
COMPARISON OF THE SATURATION THROUGHPUT OF

DIFFERENT ROUTING ALGORITHMS UNDER

DIFFERENT TRAFFIC SCENARIOS

Fig. 11. Normalized performance improvement of different routing algorithm.

In Fig. 12(a), the result shows that ACO-FAR still outper-
formed other related works by 45.5%–60.0% under environ-
ment of 2 faulty nodes. In Fig. 12(b), the situation is similar
when there are four faulty nodes located around the center
area of the mesh, so the congestion is more severe than pre-
vious simulations. The result shows that ACO-FAR has better
performance than other works by 40.0%–55.6%. In conclu-
sion, the performance improvement of multiple-fault network
is consistent with single-fault network, and thus ACO-FAR
shows its great tolerance ability in serious faulty environment
compared with related works.

D. Undelivered Packet Ratio

We evaluate the fault-tolerance ability with the undelivered
packets ratio [23]. This index indicates the ratio of transmis-
sion that is blocked by fault and cannot successfully reach the
destination, and it is defined as

Undelivered packet ratio = No. of undelivered packets

No. of total packets
. (8)

To test the full source and destination pairs, the simulation
traffic is uniform traffic, and the network topology is an 8 by
8 mesh with 1, 2, and 4 faulty routers. Besides, there is an
assumption that the faulty router would not be source or des-
tination of the transmitted packet since the problem should be
handled in the transport layer of the network. The undelivered
packets are resolved by [24].

As listed in Table II, although the related works have
made much effort to achieve fault-tolerance, the restric-
tion on the routing function still limits their performance.
ACO-FAR has much better ability to deliver the packets in
the faulty network, because of its fully adaptive routing func-
tion that provides higher path diversity to tolerate the fault.
ACO-FAR can reduce the undelivered packet ratio to 0.02%,
0.07%, and 0.5% for 1, 2, and 4 faulty routers network,
respectively.

Fig. 12. Performance of fault-tolerant routing algorithms under (a) 2 and
(b) 4 faulty routers environment with uniform traffic.

TABLE II
COMPARISON OF THE UNDELIVERED PACKET RATIO (%) OF ROUTING

ALGORITHMS WITH DIFFERENT NUMBER OF FAULTS

E. Statistical Traffic Load Distribution

The statistical traffic load distribution (STLD) [20] is the
result of sending the same number of packets with the packet
injection rate at the saturation throughput. The traffic pattern is
uniform, and a total of 1 000 000 flits are injected into the net-
work. Gradient routing is compared since it performs relatively
better than other related works in terms of undelivered packet
ratio. The more routed packets represent the traffic load of the
router is heavier. As shown in the STLD graph in Fig. 13,
the traffic load is more balanced around the faulty node in
ACO-FAR.

In addition, we quantitatively analyze the standard devia-
tion of traffic load among each router. The result is shown in
Table III. ACO-FAR has lower standard deviation among all
environment by 14.1% improvement. This result confirms the
claim that ACO-FAR has a better traffic-balancing ability.

F. Discussion on Quality of Service (QoS)

This paper focuses on the best-effort quality of
service (QoS). However, we would like to discuss the
fault tolerance with the existence of guaranteed service.

In guaranteed service, in general, the system requires extra
resource (e.g., additional buffers, transmission wires, and
arbitration mechanisms) to maintain its service. For fault
tolerant-design, the system even requires spare resource to
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Fig. 13. STLD at the saturation throughput of Gradient and ACO-FAR in
(a) 1, (b) 2, and (c) 4 faults NoC.

TABLE III
STANDARD DEVIATION σ OF TRAFFIC LOAD (FLITS)

make sure the system can work properly under failure. In
the initial and reconfiguration stage, the system shall verify
whether the guaranteed service can be provided under the cur-
rent fault-condition, fault-aware mapping, and system resource
with the support of deterministic routing algorithms. If it is
verified, then the system may check if there are still spare
resource. The system can allocate these extra resources to the
guaranteed service or the best-effort service components. Then
the adaptive routing algorithms as described in this paper can
further improve the guaranteed service performance or provide
higher throughput for best-effort service. For the development
on guaranteed service of the proposed algorithm. We consider
the combination of the three schemes as follows.

1) Detouring delay-aware mapping/bandwidth allocation.
2) Express channel design.
3) Slack-time factor in selection function/arbitration.
These schemes are corresponding to the level of emergency

for the packets, which can be evaluated with packet latency

Latency = Trouter × H + Tcongestion. (9)

The packet latency is equal to router processing time Trouter
multiplied by hop count H and added by the congestion delay
Tcongestion. Firstly, in the faulty network, due to the extra
packet detouring delay. If required service time Tservice for
a packet is less than Trouter × H, the detouring delay-aware
mapping and/or bandwidth allocation is required. Secondly,
if (Tservice − Trouter × H) is less than a threshold Tth, we

Fig. 14. Router architecture of ACO-FAR.

required to use an express channel to transmit the packet with-
out Tcongestion. Thirdly, if (Tservice − Trouter × H) is greater
than Tth, we can consider the slack-time factor in the path
selection and arbitration process besides the congestion, fault,
and deadlock-awareness.

G. Discussion on Many Fault Condition

The performance of fault-tolerant routing algorithm
degrades with the increase in the number of faulty router. The
system isolation shall be conducted to guarantee connected
(two arbitrary routers in a routing region have at least one path
to reach each other) routing regions and reasonable routing
overhead [12], [23]. In other words, when two routers cannot
reach each other by all means, they shall be set to differ-
ent routing regions by the isolation mechanism. Theoretically,
with appropriate settings for the number of consecutive detour-
ing, the proposed mechanism can achieve successful routing
for each source/destination pair in a connected routing region.
However, because the detour of long-distance causes high
transmission overhead. If the number of available paths is too
constrained in a routing region due to the location and the
number of faulty routers, the isolation mechanism shall be
designed to further separate these routing regions to reduce
the routing overhead.

V. ARCHITECTURAL DESIGN OF PROPOSED ALGORITHM

There are several fundamental components in the basic
router architecture shown in Fig. 14.

1) FIFO: The packets received from the five directions
(North, East, South, West, and Local) are stored in the
FIFOs. D is the extra buffer space of DISHA [24].

2) Fault Information: As described in Section III, with the
information from fault detection mechanism, the part is
the input/output signal wiring for propagating the fault
information (RFI).

3) Routing Function: Routing function unit evaluates the
candidate channels and sends them to selection function
unit.

4) Selection Function: Base on the received or stored net-
work information, selection function unit chooses a
proper output channel and generates the request sig-
nal (abbreviated to req.). The routing table is inside the
selection function.
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Fig. 15. Architecture of (a) RFI, (b) path searching mechanism, and (c) path
selecting mechanism in the routing function in ACO-FAR.

5) Arbiter: According to round-robin arbitration, the arbiter
then generates the grant signal (abbreviated to gnt.) to
switch.

6) Switch: The switch controlling the switch to transmit the
packets through the corresponding channels.

The algorithms previously discussed are all based on this
architecture. The differences are on: 1) the fault information;
2) the routing function unit; and 3) selection function unit, as
indicated in Fig. 14.

A. Router Architecture of ACO-FAR

1) Implementation of Notification Mechanism of Fault
Information: As previously mentioned, because there are lim-
ited resources in NoC system, the distribution mechanism of
fault information is implemented with local signal connections
with neighboring routers instead of using a global distribution
mechanism.

The implementation of the RFI value is twofold. On one
hand, it can be stored in each router. The area overhead is
an 8-bit table per router (four directions). On the other hand,
in this paper, as shown in Fig. 15(a), we set the RFI as a
2-bit wiring signal for each channel separated from the data
network. A recent study [35] assumes physical channel width

(i.e., number of wiring) of 128, 256, or 512 bits. For com-
mercial products, the channel width ranges from 144 bits to
256 bits [36], [37]. Therefore, the wiring overhead is minor
in each channel.

The architecture of the fault notification mechanism is
shown in Fig. 15(a). First of all, there are four n-bit input
signals and four n-bit output signals for receiving and trans-
mitting RFI. Second, a two-stage comparator consisting of
three n-bit comparator is used for finding the maximum value
of those input signals from four directions (N, E, S, W) in
order to evaluate the fault level of the neighboring network
environment. Moreover, a n-bit decrementor is implemented,
where input is the maximum value of input RFI and outputs
are connecting to neighboring routers representing RFI of this
router.

2) Implementation of ACO-Based Fault-Aware Path
Searching Mechanism: The architecture of routing function
is shown in Fig. 15(b). In the routing function of ACO-FAR,
the routing mode can be classified into: minimal-path mode
and nonminimal-path mode. As a result, compared with the
baseline router architecture, an additional multiplexer (MUX)
is added and controlled by the routing function unit for
providing fully-minimal path or nonminimal path.

Besides, in the routing function unit, the fault information
is included for determining whether the path is normal or not.
If RFI from the direction exceeds the given threshold, the path
in that direction is declared forbidden. Also, as described in
Section III-B, if (5) is satisfied, the corresponding candidate
channels are provided. Therefore, only seven extra compara-
tors (five comparators for checking RFI of each direction and
minimal paths, and two comparators for checking the distance
of �dx, �dy) are implemented in the routing function unit, to
achieve fault-tolerance.

3) Implementation of ACO-Based Fault-Aware Path
Selecting Mechanism: For the selection function, the hard-
ware implementation is similar with RACO router [17] with
an extra barrel shifter, which is shown in Fig. 15(c). For
each output channel, the MUX selects the corresponding
pheromone from the ant pheromone table, and then the
circuits compute the linear interpolation between pheromone
value and local buffer length by the weighting coefficient α.
Finally, the new pheromone value is implementing with an
exponentially decay by the fault penalty factor β by using a
barrel shifter.

B. Analysis of Hardware Overhead

Based on the router architecture in Fig. 14, routers with
different routing algorithms are designed and implemented.
Furthermore, each router is synthesized with TSMC 90 nm
process at 360 MHz. The synthesis results are shown in
Table IV and Fig. 16, including the FIFO, routing unit, switch,
arbiter and the routing table.

As the result shows, the area of Modified X-First router
is the lowest since it has the simplest control logic for its
deterministic property and low-cost design. Compared with
Modified X-First, FADyAD has higher adaptivity by using
the input buffer length and congestion index to determine
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TABLE IV
BREAKDOWN OF AREA OVERHEAD (k μm2)

Fig. 16. Implementation result of proposed algorithm (TSMC 90 nm
@ 360 MHz).

routing path, increasing the area cost of router by 2.29%. To
make routing decision, Gradient router relies on Gradient Line
which requires additional computation resource, and the area
cost also increased by 5.92% compared to Modified X-First
router.

The area overhead of ACO-FAR is 9.54%. The hardware
requirement of ACO-FAR is described in Section V-A, includ-
ing three proposed mechanisms and pheromone table used
in [17]. Although the area cost of ACO-FAR is the highest
among all, the area efficiency of each routing algorithm is
shown in Section V-C, indicating that ACO-FAR can acquire
the highest efficiency comparing to other related works.

C. Evaluation on Area Efficiency

The network performance and the hardware overhead of
each routing algorithms are discussed and evaluated in Table I
and Fig. 16, respectively. As we can see, each routing algo-
rithm attains a certain degree of improvement but has the
corresponding hardware overhead. In order to evaluate the
effectiveness of each routing algorithm, the area efficiency
is calculated. Area efficiency is defined as the performance
improvement that each percent of area overhead can gain,
which is calculated by dividing the normalized network
improvement of each routing algorithm by the normalized
hardware overhead, as follows:

Area Efficiency = Norm. Saturation Throughput (flit/cycle)

Norm. Area Overhead (μm2)
.

(10)

As shown in Table V and Fig. 17, the baseline algorithm
is Modified X-First since it has the lowest performance and
area cost. FADyAD, Gradient, and ACO-FAR all acquire area
efficiencies which are greater than 1, implying that the ratio of
improvement gained over overhead consumed is high and the
investment is worthwhile. In particular, ACO-FAR achieves the

TABLE V
EVALUATION ON THE AREA EFFICIENCY

Fig. 17. Area efficiency of different routing algorithms.

highest area efficiency, 1.33, among all fault-tolerant routings
because of the highest performance improvement.

D. Evaluation of Energy Consumption for Real Traffic

To obtain the realistic energy consumption of a NoC sys-
tem, we perform a complete network analysis and drain a
fixed workload (10 MB) with a real application, the low-
density parity-check (LDPC) codes [25], [26]. According to
the design of LDPC in [25] and the evaluation method in [27],
we evaluate the different routing schemes with the data flow
of the (1944, 972) LDPC code, which is defined in IEEE
802.11n.

We map the (1944, 972) LDPC codes to an 8 by 8
mesh-based NoC system. Table VI and Fig. 18 show the
total energy consumption of six representative pir under the
LDPC codes traffic. For example, at the low pir of LDPC
(i.e., 0.006–0.008), we can find that the energy of ACO-FAR
is the lowest and Modified X-First is the highest while the
differences among all are not obvious. On the other hand, at
the high pir values of LDPC (i.e., 0.01−0.016), the energy
consumptions of all routing schemes increase significantly.
Due to the high probability of contention under heavy traffic
workloads, a lot of packets could be blocked and then need
to reexecute the routing computation, which would consume
additional energy. Meanwhile, to store these packets, the buffer
also consumes more energy.

Notably, we found out that a routing algorithm with bet-
ter performance can balance its power dissipation overhead,
which is consistent with the observation of [28]. That is,
“invoking higher adaptive selection function implies additional
energy consumption, this may be balanced by a minor usage
of FIFO buffers due to better congestion avoidance.” The total
energy consumption of ACO-FAR is less than the routing pro-
cess of other routing schemes. For example, at the pir value
of 0.016 of LDPC, ACO-FAR scheme has an energy saving
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TABLE VI
TOTAL ENERGY CONSUMPTION TO DRAIN 10 MB OF DATA OF

DIFFERENT ROUTING ALGORITHMS UNDER VARIOUS

PACKET INJECTION RATE

Fig. 18. Energy consumption of different routing algorithms.

ranging from 47.2% to 82.2% compared to the other routing
algorithms.

VI. CONCLUSION

In this paper, by combining the ACO-based algorithm with
the fault-tolerant behavior of ant colony, the ACO-FAR is pro-
posed to tolerate on-chip failures, increase network throughput,
and decrease total latency of network.

The proposed three biologically-inspired mechanism pro-
vides higher path diversity and fault-awareness. Moreover, we
further conduct the hardware design and implementation of
ACO-FAR. The overall performance is thus evaluated and
compared with other related works, showing that ACO-FAR
can achieve the highest performance among all schemes on
both saturation throughput and area efficiency. In addition,
ACO-FAR has higher fault-tolerant ability compared with
other related works.

Previous work Application Specific Routing
Algorithms [32] has indicated that generalized design
methodology of simultaneously considering the system
topology, application mapping, and scheduling is effectively
in building a routing table. Ebi et al. [33] proposed the
NeuroNoC to achieve an efficient bandwidth preallocation
using the spiking neural network (SNN). These techniques
are essential especially in satisfying the guaranteed ser-
vice quality of service (QoS) requirement for the system.
Leary et al. [34] focus on the system-level floorplaning for
application specific customized NoC design in minimizing
a power-performance cost function. It will also be crucial
to consider the fault-tolerant issue in floorplaning design.
Future work can be directed toward the integration of ACO-
FAR with the awareness of the system bandwidth allocation,
guaranteed-service QoS requirements, and floorplaning issues.
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